
‭Key points to be discussed as highlighted by the Ministry of Information and Technology and‬
‭Telecommunications (MoITT)‬

‭Personal Data Protection Bill Summary Table‬

‭Bill Section‬
‭Bill Provision‬

‭Issue‬ ‭Change Suggested‬

‭Section 2(a)‬
‭“anonymized data” means personal data‬
‭which has undergone the irreversible‬
‭process of transforming or converting‬
‭personal data to a form in which a data‬
‭subject cannot be identified‬

‭Section 2(z)‬
‭“personal data” means any information‬
‭that relates directly or indirectly to a data‬
‭subject, who is identified or identifiable‬
‭from that information or other‬
‭information in the possession of a data‬

‭Anonymized and pseudonymized data‬
‭are excluded from personal data‬
‭definitions. This is problematic as these‬
‭types of data can still lead to‬
‭re-identification and targeting as:‬

‭1.‬ ‭Anonymization techniques are‬
‭often ineffective;‬

‭2.‬ ‭Multiple anonymized data‬
‭points, when combined, can‬
‭allow for re-identification.‬

‭3.‬ ‭Anonymized data can still be‬
‭used to target, profile, and make‬
‭decisions on individuals‬

‭It is recommended that the Ministry includes‬
‭anonymized and pseudonymized data within‬
‭personal data definition to ensure effective‬
‭protection‬
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‭controller and/or data processor,‬
‭including any sensitive or critical‬
‭personal data. Provided that‬
‭anonymized, or pseudonymized data‬
‭which is incapable of identifying an‬
‭individual is not personal data‬

‭Section 2(g)‬
‭“critical personal data” means such‬
‭personal data retained by the public‬
‭service provider - excluding data open to‬
‭the public - as well as data identified by‬
‭sector regulators and classified by the‬
‭Commission as critical or any data‬
‭related to international obligations‬

‭Section 31‬
‭Condition for Cross border transfer:-‬
‭(1) Where personal data excluding‬
‭critical personal data is required to be‬
‭transferred to an entity/entities or system‬
‭located beyond the borders of Pakistan,‬
‭which is not under the direct control of‬
‭the Government of Pakistan, it shall be‬
‭ensured that the country where the data‬
‭is being transferred offers at least‬
‭adequate personal data protection legal‬
‭regime which is consistent to the‬
‭protection provided under this Act and‬
‭the data which is transferred shall be‬

‭The concept of critical personal data is‬
‭new and lacks a clear definition, making‬
‭its criteria uncertain. For example, the‬
‭Commission's classification of data is‬
‭ambiguous. Furthermore, the section‬
‭fails to provide any direct or indirect‬
‭examples of what constitutes critical‬
‭personal data‬

‭Regardless of whether the current ambiguous‬
‭language of critical personal data stays‬
‭unchanged or undergoes amendment, we‬
‭request the Government to clarify the criteria‬
‭that the Commission will use to classify data as‬
‭critical personal data and define what‬
‭international obligations will be considered to‬
‭determine the status of personal data as critical.‬
‭Also, considering that there are not many‬
‭precedents in global data protection laws for‬
‭categorizing "critical personal data,"‬
‭implementing this Bill could pose challenges‬
‭for cross-border data transfers. Therefore, a‬
‭clear category with examples alongside‬
‭accountability and transparency would align‬
‭with the objective of the data protection law in‬
‭Pakistan‬
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‭processed as per the provisions of this‬
‭Act and, where applicable, the data‬
‭subject shall give explicit consent.‬
‭(2) Critical Personal Data shall only be‬
‭processed in a server(s) or digital‬
‭infrastructure located within the territory‬
‭of Pakistan.‬

‭Section 2(kk)‬
‭“Sensitive personal data” means any‬
‭personal data relating to: (i) financial‬
‭information excluding identification‬
‭number, credit card data, debit card data,‬
‭account number, or other payment‬
‭instruments data; (ii) health data‬
‭(physical, behavioural, psychological,‬
‭and mental health conditions, or medical‬
‭records); (iii) computerized national‬
‭identity card or passport; (iv) biometric‬
‭data; (v) genetic data; (vi) religious‬
‭beliefs; (vii) criminal records; (viii)‬
‭political affiliations; (ix) caste or tribe; (x)‬
‭individual’s ethnicity‬

‭Section 32‬
‭Framework on conditions for‬
‭cross-border transfer:-‬
‭(1) Personal data other than those‬
‭categorised as critical personal data may‬
‭be transferred outside the territory of‬

‭1.‬ ‭Key categories like sex, sexual‬
‭orientation, and trade union‬
‭memberships are excluded from‬
‭the definition of sensitive‬
‭personal data, which should be‬
‭included‬

‭2.‬ ‭The exceptions to the proposed‬
‭framework on conditions for‬
‭cross-border transfer such as the‬
‭"national interest" and "public‬
‭order" clearly undermine the‬
‭concept of explicit consent‬

‭1.‬ ‭To ensure that the privacy of‬
‭individuals is protected in these critical‬
‭instances, it is recommended that‬
‭categories such as sex, sexual‬
‭orientation, and trade union‬
‭memberships be included within the‬
‭scope of sensitive personal data‬
‭definition‬

‭2.‬ ‭Ensure explicit consent remains primary‬
‭for data transfers, make conditions‬
‭public, and define "national interest"‬
‭and "public order" precisely‬
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‭Pakistan after fulfilling necessary explicit‬
‭consent requirements under this Act. In‬
‭the absence of an adequate data‬
‭protection legal regime, the Commission‬
‭may allow for the transfer of personal‬
‭data outside Pakistan in the following‬
‭cases:‬

‭(a) Binding contract/agreement;‬
‭(b) Explicit consent of the data‬
‭subject that does not conflict with‬
‭the public interest or national‬
‭security of Pakistan;‬
‭(c) International cooperation is‬
‭required under relevant‬
‭international obligations; and‬
‭(d) any further conditions‬
‭specified by the Commission‬

‭(2) The Commission shall also devise a‬
‭mechanism for sharing sensitive personal‬
‭data with the government of Pakistan‬
‭provided that the data relates to public‬
‭order or national security and the same is‬
‭required within the parameters of‬
‭applicable law. The data controllers or‬
‭data processors are also required to share‬
‭a copy of the requested data in the‬
‭stipulated timeframe, as prescribed by‬
‭the Commission‬

‭Section 2(ll)‬ ‭The term ‘significant’ is unclear and‬ ‭Define specific criteria for what constitutes‬
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‭“Significant” means any data controller‬
‭or processor which is sufficiently great or‬
‭important to be worthy of attention by its‬
‭sales revenue, profit, number of‬
‭employees, market share, capital‬
‭employed, or any other indicator such as‬
‭number of users, type of data collected or‬
‭a combination thereof that may constitute‬
‭it as significant‬

‭Section 5(4)‬
‭Grounds for processing personal data:-‬
‭…‬
‭(4) The data controller and/or data‬
‭processor identified as “significant” by‬
‭the 13 Commission shall be required to‬
‭appoint a data protection officer, who is‬
‭well versed in the collection and‬
‭processing of personal data and the risks‬
‭associated with processing…‬

‭needs precise criteria to avoid‬
‭ambiguous interpretations‬

‭"significant" in section 2(ll) to ensure clarity on‬
‭what merits attention or is “worthy of‬
‭attention”, and outline transparent guidelines‬
‭for its determination by the Commission‬

‭Additionally, stipulate clear conditions‬
‭requiring the appointment of a Data Protection‬
‭Officer to ensure uniform compliance‬

‭Section 5(3)‬
‭Grounds for processing personal data:-‬
‭…‬
‭(3) The data controller and/or data‬
‭processor whether digitally or‬
‭non-digitally operational within the‬
‭territory of Pakistan shall register with‬
‭the Commission in such manner as may‬
‭be specified by the registration‬

‭1.‬ ‭Inconsistent treatment of entities‬
‭registered with public bodies‬
‭under current regulations, where‬
‭they only need to intimate the‬
‭Commission, creates disparity‬
‭compared to private entities‬

‭2.‬ ‭Data controllers registered with‬
‭public bodies only need to‬

‭1.‬ ‭Ensure equitable treatment by‬
‭establishing uniform registration‬
‭requirements for both, public and‬
‭private bodies, eliminating‬
‭discrepancies in compliance obligations‬

‭2.‬ ‭Define mechanisms for transparent‬
‭access to information about data‬
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‭framework to be formulated by the‬
‭Commission provided that the data‬
‭controller and/or data processor is‬
‭already registered with any public body‬
‭in that case, it shall only be required to‬
‭intimate the Commission‬

‭intimate the commission rather‬
‭than undergo full registration,‬
‭obscuring transparency in data‬
‭processing practices, leading to‬
‭uncertainty for data subjects‬
‭seeking details on where and‬
‭how their data is processed‬

‭3.‬ ‭Absence of a specified timeline‬
‭for the Commission to establish‬
‭the registration framework‬

‭processing by data controllers who only‬
‭intimate the Commission, ensuring data‬
‭subjects’ awareness and rights‬

‭3.‬ ‭Set a clear timeline for the Commission‬
‭to develop and implement the‬
‭registration framework, ensuring timely‬
‭compliance and operational clarity for‬
‭all stakeholders‬

‭Section 13‬
‭Personal data breach notification. – (1) In‬
‭the event of a personal data breach, the‬
‭data controller shall without undue delay‬
‭and where reasonably possible, not‬
‭beyond 72 hours of becoming aware of‬
‭the personal data breach, must notify the‬
‭Commission and the data subject except‬
‭where the breach is unlikely to result in‬
‭the infringement of rights and freedoms‬
‭of the data subject.‬
‭(2) In the event of a delay in notifying‬
‭personal data breach beyond 72 hours,‬
‭the notification of a personal data breach‬
‭shall be furnished to the Commission and‬
‭the data subject with a valid reason for‬
‭the delay.‬

‭The section lacks clarity on what‬
‭constitutes a valid reason for a delay in‬
‭notification beyond the 72-hour‬
‭timeframe, leading to potentially‬
‭inconsistent or delayed notifications that‬
‭could compromise the rights and‬
‭freedoms of data subjects‬

‭Specify clear criteria for what constitutes a‬
‭valid reason for delay in issuing breach‬
‭notifications‬

‭Also, provide guidelines for standardized‬
‭record-keeping of breaches to enhance‬
‭transparency and accountability‬
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‭(3) The personal data breach notification‬
‭shall provide at least the following‬
‭information: -‬

‭(a) description of the nature of the‬
‭personal data breach including‬
‭where possible, the categories and‬
‭approximate number of data‬
‭subjects concerned and the‬
‭categories and approximate‬
‭number of concerned personal‬
‭data records;‬
‭(b) name and contact details of‬
‭the data protection officer or‬
‭another point of contact from‬
‭where additional information can‬
‭be obtained; (c) likely‬
‭consequences of the personal data‬
‭breach;‬
‭(d) measures adopted or‬
‭proposed to be adopted by the‬
‭data controller to address the‬
‭personal data breach, including,‬
‭where appropriate, measures to‬
‭mitigate its possible adverse‬
‭effects.‬

‭(4) The data controller shall maintain a‬
‭record of all personal data breaches,‬
‭comprising the facts concerning personal‬
‭data breaches, their effects, and the‬
‭remedial action taken.‬
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‭(5) After becoming aware of a personal‬
‭data breach, the data processor shall also‬
‭follow the requirements of the personal‬
‭data breach notification provided under‬
‭this section except that the data processor‬
‭should only inform the data controller‬
‭and commission‬

‭Section 14(3)‬
‭Processing personal data of children:-‬
‭…‬
‭(3) The manner for age verification and‬
‭parental consent under sub-section (2)‬
‭shall be prescribed by Rules to process‬
‭children's data, taking into consideration:‬

‭(a) the volume of personal data‬
‭processed;‬
‭(b) the proportion of such‬
‭personal data likely to be that of‬
‭the child;‬
‭(c) possibility of harm to the child‬
‭arising out of the processing of‬
‭personal data; and‬
‭(d) such other factors as may be‬
‭prescribed…‬

‭Lack of explicit factors around the‬
‭processing of minors’ data‬

‭Explicitly outline factors within Rules for age‬
‭verification and parental consent.‬

‭A higher duty of care needs to be attached to‬
‭processing any form of personal data of a‬
‭minor‬

‭Sections 23‬
‭Right to the withdrawal of consent:-‬
‭(1) A data subject may, by a written‬
‭notice withdraw his consent to the‬
‭processing of personal data which relates‬

‭Inconsistent time standard for cessation‬
‭of processing‬

‭Section 23 of the Bill specifies a time frame‬
‭related to the cessation of the processing of data‬
‭once a data subject withdraws their consent.‬
‭This time frame is defined as "upon receiving‬
‭the notice" from the data subject. In contrast,‬
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‭to him at any point in time. (2) The data‬
‭controller shall, upon receiving the notice‬
‭under sub-section (1), cease the‬
‭processing of personal data.‬
‭(3) The withdrawal of the consent shall‬
‭not affect the lawfulness of the‬
‭processing based on consent before its‬
‭withdrawal.‬
‭(4) The failure of the data controller to‬
‭comply with sub-section (2) shall be‬
‭construed as an offence and convicted,‬
‭therefore, liable to a fine not exceeding‬
‭50,000 USD or an amount equivalent to‬
‭Pakistani Rupees.‬

‭Section 48‬
‭Unlawful processing of personal data:-‬
‭(1) Whosoever processes or disseminates‬
‭or discloses any personal data in‬
‭violation of the provisions of this Act‬
‭shall be punished with a fine up to‬
‭125,000 USD or an equivalent amount in‬
‭Pakistani Rupees and in case of‬
‭subsequent unlawful processing of‬
‭personal data, the fine may be raised up‬
‭to 250,000 USD or an equivalent amount‬
‭in Pakistani Rupees.‬
‭(2) In case, where the offence is‬
‭committed under sub-section (1) and‬
‭relates to sensitive personal data the‬

‭section 6(5) of the Bill uses a general‬
‭requirement of “within a reasonable time” for‬
‭ceasing processing. We recommend retaining‬
‭the stricter standard specified in section 23 over‬
‭the potentially more flexible interpretation of‬
‭"within a reasonable time" under section 6(5)‬
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‭offender may be punished with a fine of‬
‭up to 500,000 USD or an equivalent‬
‭amount in Pakistani Rupees.‬
‭(3) In case, where the offence is‬
‭committed under sub-section (1) and‬
‭relates to critical personal data, the‬
‭offender may be punished with a fine of‬
‭up to 1,000,000 USD or an equivalent‬
‭amount in Pakistani Rupees or as the‬
‭Commission deems appropriate.‬

‭Section 49‬
‭Failure to adopt data security measures:-‬
‭Whosoever fails to adopt adequate‬
‭security measures to ensure data‬
‭security, as per the provisions laid down‬
‭in this Act, Rules, and regulations, shall‬
‭be punished with a fine of up to 50,000‬
‭USD or an equivalent amount in‬
‭Pakistani Rupees.‬

‭Section 50‬
‭Issue enforcement orders and impose‬
‭penalties:-‬
‭(1) When an individual fails to comply‬
‭with the orders of the Commission or the‬
‭court when he is required to obey, shall‬
‭be punished with a fine of up to 50,000‬
‭USD or an equivalent amount in‬
‭Pakistani Rupees.‬
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‭(2) Where a data controller and/or data‬
‭processor contravenes with any provision‬
‭of this Act or the Rules or regulations‬
‭made thereunder or policy issued by the‬
‭Federal Government, or any direction‬
‭issued by the Commission or condition of‬
‭the registration, the Commission may by‬
‭a written notice within fifteen days‬
‭require data controller and/or data‬
‭Processor reasons for the non-issuance of‬
‭the enforcement order.‬
‭(3) The notice referred to in sub-section‬
‭(2) shall specify the nature of the‬
‭contravention and adequate steps to be‬
‭taken by the licensee for the redressal of‬
‭the contravention.‬
‭(4) Where anyone fails to: -‬

‭(a) respond to the notice referred‬
‭to in sub-section (2); or‬
‭(b) satisfy the Commission about‬
‭the alleged contravention; or‬
‭(c) remedy the contravention‬
‭within the time allowed by the‬
‭Commission may by a written‬
‭order and furnishing reasons for‬
‭that shall: -‬

‭(i) levy fine which may‬
‭extend to 2,000,000 USD or‬
‭an equivalent amount in‬
‭Pakistani Rupees; or‬
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‭(ii) suspend or terminate‬
‭the registration and‬
‭impose additional‬
‭conditions.‬

‭(5) Notwithstanding anything mentioned‬
‭above, the legal person shall be punished‬
‭with a fine not exceeding 1% of its annual‬
‭gross revenue in Pakistan or 200,000 USD‬
‭whichever is higher or an equivalent‬
‭amount in Pakistani Rupees or as may be‬
‭assessed by the Commission‬

‭Section 33‬
‭Repeated collection of personal data:-‬
‭(1) where a data controller‬

‭a)‬ ‭has complied with the‬
‭requirements of this Act‬
‭concerning the collection of‬
‭personal data from the data‬
‭subject, referred to as the “first‬
‭collection”; and on any‬
‭subsequent occasion again‬
‭requests to collect personal data‬
‭from the same data subject,‬
‭referred to as the “subsequent‬
‭collection” the data controller‬
‭shall not be required to comply‬
‭with the requirements of section 8‬
‭in respect of the subsequent‬
‭collection if‬

‭Section 33 allows bypassing Section 8‬
‭requirements for repeated data‬
‭collections within a year, risking‬
‭uninformed data subjects, lack of explicit‬
‭consent, outdated information, and‬
‭potential data misuse‬

‭Issuing notices and obtaining consent for each‬
‭instance of data collection is a necessary step in‬
‭the data processing process. This ensures that‬
‭data subjects are informed and provide explicit‬
‭consent, thereby maintaining transparency and‬
‭protecting their rights‬
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‭i.‬ ‭to comply with those provisions‬
‭in respect of that subsequent‬
‭collection means to repeat in the‬
‭same circumstances what was‬
‭done to comply with that‬
‭principle in respect of the first‬
‭collection; and‬

‭ii.‬ ‭not more than twelve months‬
‭have elapsed between the first‬
‭collection and the subsequent‬
‭collection.‬

‭(2) It is asserted that sub-section (1) shall‬
‭not be exercised to prevent a subsequent‬
‭collection from becoming the first‬
‭collection if the concerned data controller‬
‭has complied with the provisions of the‬
‭notice and consent concerning the‬
‭subsequent collection.‬

‭Section 35‬
‭Establishment of the Commission:-‬
‭(1) The Federal Government shall, by a‬
‭Gazetted notification, establish a‬
‭Commission for this Act, which shall be‬
‭called the National Commission for‬
‭Personal Data Protection (NCPDP) of‬
‭Pakistan, within six months of the‬
‭commencement of this Act. Provided that‬
‭the Federal Government may increase the‬
‭number of members of the Commission‬

‭1.‬ ‭Contradiction in the‬
‭Commission's autonomy being‬
‭under Federal Government‬
‭control‬

‭1.‬ ‭Remove the Commission from the‬
‭Federal Government’s control and‬
‭ensure its independence and autonomy‬
‭with appropriate safeguards‬
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‭and prescribe their qualifications and‬
‭mode of appointment, as it considers‬
‭necessary for effectively dispensing the‬
‭functions enumerated in this Act.‬
‭(2) The Commission shall be an‬
‭autonomous body under the‬
‭administrative control of the Federal‬
‭Government with its headquarters‬
‭located in Islamabad.‬
‭(3) The Commission may set up its‬
‭establishments including sub-offices at‬
‭Provincial capitals and such other places,‬
‭as it may deem necessary from time to‬
‭time.‬
‭(4) The Commission shall be a statutory‬
‭corporate body, having perpetual‬
‭succession and a common seal, subject to‬
‭the provisions of this Act, and shall have‬
‭the following powers.‬

‭(a) The Commission‬
‭i.‬ ‭may sue or be sued or enter into‬

‭contracts for the purpose of this‬
‭Act;‬

‭ii.‬ ‭has the power to acquire,‬
‭purchase, hold, and dispose of‬
‭both moveable and immovable‬
‭property of every description;‬

‭iii.‬ ‭may convey, assign, surrender,‬
‭charge, mortgage, reassign,‬
‭transfer or otherwise dispose of or‬
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‭deal with any moveable or‬
‭immovable property or any‬
‭interest vested in it;‬

‭iv.‬ ‭shall enjoy operational and‬
‭administrative autonomy, except‬
‭as specifically provided for under‬
‭this Act.‬

‭Section 43‬
‭Powers to issue policy directives:-‬
‭The Federal Government as and when‬
‭required shall issue policy directives to‬
‭the Commission, not inconsistent with‬
‭the provisions of this Act, on the matters‬
‭concerning personal data protection and‬
‭for matters connected therewith and‬
‭ancillary thereto, mandates the‬
‭Commission to comply with such‬
‭directives.‬

‭Section 47‬
‭Co-operation with international‬
‭organizations:-‬
‭The Commission may, subject to the‬
‭prior approval of the Federal‬
‭Government, shall cooperate with any‬
‭foreign authority or international‬
‭organization in the field of data‬
‭protection/data privacy/data‬
‭theft/unlawful data transfer on the terms‬

‭2.‬ ‭The Federal Government’s power‬
‭to issue policy directives‬
‭undermines the Commission’s‬
‭independence‬

‭3.‬ ‭Government approval‬
‭requirement for international‬
‭cooperation undermines the‬
‭Commission's autonomy‬

‭2.‬ ‭Remove or limit this power to ensure‬
‭the Commission's independence‬

‭3.‬ ‭Remove this requirement to allow the‬
‭effective and independent operation of‬
‭the Commission‬
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‭and conditions of any program or‬
‭agreement for cooperation to which such‬
‭authority or organization is a party, or‬
‭pursuant to any other international‬
‭agreement made or after the‬
‭commencement of this Act.‬

‭Section 54.‬
‭Power to make Rules:-‬
‭(1) The Federal Government may, by‬
‭notification in the official Gazette make‬
‭Rules to carry out the purposes of this‬
‭Act.‬
‭(2) Without prejudice to the generality of‬
‭the foregoing provisions, these Rules‬
‭may empower the Federal Government‬
‭to:‬

‭a.‬ ‭prepare and encourage data‬
‭processors and data controllers to‬
‭devise suitable codes of conduct‬
‭and ethics;‬

‭b.‬ ‭verify the compliance of suitable‬
‭codes with applicable laws;‬

‭c.‬ ‭seek views of the data controller‬
‭and data processors in any‬
‭manner related to the personal‬
‭data;‬

‭d.‬ ‭contribute to the publicity and‬
‭enforcement of suitable codes;‬

‭The Federal Government's absolute‬
‭power to make rules and regulations‬

‭Restore rule-making authority to the‬
‭Commission‬
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‭e.‬ ‭interact and cooperate with‬
‭international and regional bodies‬
‭performing similar functions; and‬

‭f.‬ ‭set up or accredit bodies to audit‬
‭the security measures of the data‬
‭controllers and data processors;‬

‭g.‬ ‭Matters connected or ancillary‬
‭thereto.‬

‭(3) All public and regulatory authorities‬
‭including but not limited to the banking,‬
‭insurance, telecommunication, legal, and‬
‭health sector shall assist the Commission‬
‭in the exercise and performance of its‬
‭powers and functions under this Act. 44‬

‭Section 55.‬
‭Power to make regulations:-‬
‭The Commission shall issue regulations‬
‭for exercising its powers to carry out the‬
‭functions of the Commission, for internal‬
‭working, appointment, promotion,‬
‭termination, terms and conditions of its‬
‭employees, which shall not contravene‬
‭with any provision of this Act or the‬
‭Rules made thereunder.‬

‭Section 56‬
‭Relationship of the Act with other‬
‭laws:-The provisions of this Act shall not‬
‭contravene any other law on the subject‬

‭The phrase "‬‭the provisions that have‬
‭greater effect will prevail‬‭"‬‭can create‬
‭conflicts within the law and lack the‬
‭uniformity required for data protection‬

‭We recommend revising the language to‬
‭specify clear and objective criteria for‬
‭determining precedence‬
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‭for the time being in force. The sections‬
‭of this Act will serve as bare minimum‬
‭provisions and wherever there is any‬
‭other applicable law on the subject, the‬
‭provisions that have greater effect will‬
‭prevail.‬

‭regulations‬‭. It can lead to inconsistent‬
‭application as it is unclear which‬
‭provisions have a greater effect,‬
‭resulting in legal disputes and‬
‭challenges that complicate the‬
‭enforcement and implementation of the‬
‭law‬
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‭Additional Key Points as Highlighted by Digital Rights Foundation:‬

‭Personal Data Protection Bill Summary Table‬

‭Bill Provision‬ ‭Issue‬ ‭Change Suggested‬

‭Section 2(a)‬
‭“anonymized data” means personal data‬
‭which has undergone the irreversible‬
‭process of transforming or converting‬
‭personal data to a form in which a data‬
‭subject cannot be identified‬

‭Section 2(ee)‬
‭“pseudonymisation” means the processing‬
‭of personal data in such a manner that the‬
‭personal data can no longer be attributed‬
‭to a specific data subject without the use of‬
‭additional information, provided that such‬
‭additional information is kept separately‬
‭and is subject to technical and‬
‭organisational measures to ensure that the‬
‭personal data are not attributed to an‬
‭identified or identifiable natural person‬

‭Section 2(z)‬
‭“personal data” means any information‬
‭that relates directly or indirectly to a data‬
‭subject, who is identified or identifiable‬
‭from that information or other information‬

‭Anonymized and‬
‭pseudonymized data are‬
‭excluded from personal data‬
‭definitions. This is problematic‬
‭as these types of data can still‬
‭lead to re-identification and‬
‭targeting as:‬

‭1.‬ ‭Anonymization‬
‭techniques are not fully‬
‭reliable, especially when‬
‭considering the risk to‬
‭data subject the‬
‭standard is higher for‬
‭this evaluation.‬

‭2.‬ ‭Multiple anonymized‬
‭data points, when‬
‭combined, can allow for‬
‭re-identification.‬

‭It is recommended that the Ministry include‬
‭anonymized and pseudonymized data within‬
‭personal data definition to ensure effective‬
‭protection.‬
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‭in the possession of a data controller‬
‭and/or data processor, including any‬
‭sensitive or critical personal data.‬
‭Provided that anonymized, or‬
‭pseudonymized data which is incapable of‬
‭identifying an individual is not personal‬
‭data;‬

‭Section 2(u)‬
‭“legitimate interest” means anything‬
‭permitted under the law‬

‭Sections 5(2)‬
‭Grounds for processing personal data:-‬
‭(2) The personal data shall be collected for‬
‭specified, explicit and legitimate purposes,‬
‭which shall not be processed further that is‬
‭incompatible with the aforementioned‬
‭purposes and shall be adequate, relevant,‬
‭and limited to the purposes for‬‭which‬‭the‬
‭data is processed.‬

‭Section 6(6)(g)‬
‭Consent for personal data processing:-‬
‭…‬
‭(g) for legitimate interests pursued by the‬
‭data controller; or…‬

‭The definition of 'legitimate‬
‭interest' is too broad, allowing‬
‭data controllers excessive‬
‭leeway to process data without‬
‭meaningful limitations.‬

‭Narrow the definition of 'legitimate interest' to‬
‭provide meaningful limitations on data‬
‭processing activities.‬
‭Remove the wording "anything permitted‬
‭under law" to prevent overly broad‬
‭interpretations and ensure clearer, stricter‬
‭guidelines for data processing.‬

‭Section 2(ff)‬
‭“public interest” means any matter about‬
‭the general welfare of the public that‬

‭The term 'public interest' is‬
‭ambiguous, leading to potential‬
‭misuse in data portability,‬

‭Define the parameters of 'public interest' to‬
‭prevent broad application and potential‬
‭misuse, especially in exemptions related to‬
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‭warrants recognition and protection; and‬
‭subject in which the public as a whole has‬
‭a stake; especially an interest or common‬
‭interest in conformity with laws of the‬
‭land‬

‭Section 29(6)‬
‭Right to data portability and automated‬
‭processing:-‬
‭…‬
‭The data subject rights mentioned in‬
‭sub-section (4) shall not apply to the extent‬
‭where processing is necessary for the‬
‭performance of a task carried out in the‬
‭public interest…‬
‭Section 34(2)(c)‬
‭Exemption:-‬
‭…‬
‭processed for preparing statistics or‬
‭carrying out research shall be exempted‬
‭from sections 6, 7, 8, and sub-section (2) of‬
‭section 9 of the Act and other related‬
‭provisions of this Act, provided that such‬
‭personal data is not processed for any‬
‭other purpose and that the resulting‬
‭statistics or the results of the research are‬
‭not made available in a form which‬
‭identifies the data subject…‬

‭automated processing, and‬
‭consent exemptions.‬

‭data portability, automated processing, and‬
‭consent.‬

‭Section 2(oo)‬ ‭The definition should include‬ ‭Include time limitations for processing data‬
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‭“vital interests” means matters relating to‬
‭life, fundamental rights, security of data‬
‭subject to humanitarian emergencies, in‬
‭particular in situations of natural and‬
‭man-made disasters, and monitoring and‬
‭management of epidemics.‬

‭time limitations to prevent‬
‭misuse during emergencies.‬

‭under 'vital interests' to prevent misuse during‬
‭emergencies‬

‭Section 2(o)‬
‭“Government” means the Federal‬
‭Government, Provincial Government, and‬
‭Local Governments and divisions or‬
‭entities under their control‬

‭The term ‘government’ needs a‬
‭clear definition to ensure all‬
‭relevant institutions are covered‬
‭under the law.‬

‭This will allow these departments to be‬
‭brought under the scope of this law. It may be‬
‭noted that widening the scope of this term, in‬
‭terms of delineation, will provide for the‬
‭necessary protection of personal data held with‬
‭all government institutions, which is also the‬
‭very spirit of this law.‬

‭Section 6‬
‭Consent for personal data processing:-‬
‭(1) The personal data of any kind of a data‬
‭subject shall not be processed unless the‬
‭data controller seeks his consent before the‬
‭commencement of the processing of the‬
‭data or as prescribed under the provisions‬
‭of this Act.‬
‭(2) The consent of the data subject under‬
‭sub-section (1) must be a free, specific,‬
‭informed, and unambiguous indication of‬
‭the data subject's intentions that signifies‬
‭agreement to the processing of his data for‬
‭the specified purpose communicated to‬
‭him.‬
‭(3) The burden of proof to establish that‬

‭The Bill overemphasizes‬
‭consent as the primary basis for‬
‭data processing, with broad‬
‭exceptions that could‬
‭undermine data subjects' rights.‬

‭Reassess to balance lawful bases for processing‬
‭and tighten exceptions to consent.‬
‭Reword s.6(6)(h) to replace  ‘any functions‬
‭conferred on any person by or under any law’‬
‭with ‘for the exercise of lawful authority’ to‬
‭limit the possibility of ultra vires exercise of‬
‭powers.‬
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‭the data subject has given his consent to‬
‭the processing of data under this section‬
‭shall lie with the data controller.‬
‭(4) The data subject shall have the right to‬
‭withdraw his consent to the processing of‬
‭personal data at any time. The‬
‭consequences of such withdrawal shall be‬
‭borne by a data subject. The withdrawal of‬
‭consent shall not affect the lawfulness of‬
‭processing the personal data based on‬
‭consent taken before its withdrawal.‬
‭(5) Where the data subject withdraws his‬
‭consent to the processing of personal data‬
‭under-sub-section (4), the data controller‬
‭shall, within a reasonable time, cease and‬
‭direct its data processors to cease‬
‭processing the personal data of such data‬
‭subject unless such processing can happen‬
‭without the consent of data subject or‬
‭authorised under the law. (6)‬
‭Notwithstanding sub-section (1), a data‬
‭controller may process the personal data of‬
‭a data subject if the processing is necessary‬
‭for the following: -‬

‭(a) for the performance of a‬
‭contract to which the data subject is‬
‭a party;‬
‭(b) for taking steps at the request of‬
‭the data subject to enter into a‬
‭contract;‬
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‭(c) for compliance with any legal‬
‭obligation to which the data‬
‭controller is the subject, other than‬
‭an obligation imposed by a‬
‭contract;‬
‭(d) for treatment, public health,‬
‭medical or research purposes or to‬
‭respond to any medical emergency‬
‭involving a threat to the life or the‬
‭health of a data subject or any other‬
‭individual;‬
‭(e) for protecting the vital interests‬
‭of the data subject;‬
‭(f) for compliance with any court‬
‭order of competent jurisdiction;‬
‭(g) for legitimate interests pursued‬
‭by the data controller; or‬
‭(h) for the exercise of any functions‬
‭conferred on any person by or‬
‭under any law.‬

‭Section 7‬
‭Notice to the data subject:-‬
‭(1) A data controller shall by written‬
‭notice including digitally inform a data‬
‭subject or where this is not practical, it‬
‭shall be provided by another data‬
‭controller that exercises control over the‬
‭same personal data:-‬

‭(a) that is collected by or on behalf‬

‭Grammatical inaccuracies‬
‭notably in s.7(1) and s.7(1)(a)‬
‭and missing provisions and‬
‭lack of time stipulation for‬
‭notification to data subject.‬

‭Version of text as written in s.6 notice to the‬
‭subject clause from 2021 Bill should remain‬
‭instead:“ A data controller shall by written‬
‭notice inform a data subject or where this is not‬
‭practical, via a written notice provided by‬
‭another data controller that exercises control‬
‭over the same personal data”‬

‭Notice to data subjects for cross-border data‬
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‭of a data controller, along with its‬
‭description;‬
‭(b) to provide the legal basis for the‬
‭processing of personal data and the‬
‭time duration for which data is‬
‭likely to be processed and retained‬
‭thereafter for the purpose for‬
‭which the personal data is or to be‬
‭collected and processed further;‬
‭(c) of any information available to‬
‭the data controller as to the source‬
‭of that personal data;‬
‭(d) information regarding any‬
‭cross-border transfer of personal‬
‭data that the data controller‬
‭intends to carry out, if applicable;‬
‭(e) inform the data subject about‬
‭their rights as mentioned in this‬
‭Act including the data subject’s‬
‭right to request access and‬
‭correction of the personal data and‬
‭provide information on contacting‬
‭the data controller with any‬
‭inquiries or complaints concerning‬
‭personal data; (f) provide the list of‬
‭third parties to whom the data‬
‭controller shall or may disclose the‬
‭personal data;‬
‭(g) the choices and means, the data‬
‭controller offer the data subject for‬

‭transfers should include information on‬
‭protocols around the transfer.‬

‭Moreover, the data controllers should be‬
‭bound to stipulate a timeline for sending these‬
‭notices and these notices must be sent before‬
‭processing the data and not later.‬
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‭restricting the processing of‬
‭personal data, including personal‬
‭data relating to other persons who‬
‭may be identified from that‬
‭personal data;‬
‭(h) whether it is obligatory or‬
‭voluntary for the data subject to‬
‭supply the personal data; and‬
‭(i) where it is obligatory for the‬
‭data subject to supply the personal‬
‭data, but in case of failure to‬
‭comply with the request, the data‬
‭subject shall face the consequences.‬

‭(2) The notice under sub-section (1) shall‬
‭be rendered as soon as reasonably possible‬
‭by the data controller:-‬

‭(a) when the data controller first‬
‭requests the data subject to provide‬
‭his personal data;‬
‭(b) when the data controller first‬
‭collects the personal data of the‬
‭data subject; or‬
‭(c) in any other case, before the‬
‭data controller:-‬

‭(i) uses the personal data of‬
‭the data subject for a‬
‭purpose other than the‬
‭purpose for which the‬
‭personal data was collected;‬
‭or‬
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‭(ii) discloses personal data‬
‭to a third party.‬

‭(3) A notice under sub-section (1) shall be‬
‭served in English or any other language as‬
‭specified in Article 251 of the Constitution‬
‭of the Islamic Republic of Pakistan, 1973;‬
‭and the individual shall be provided with‬
‭a clear and readily accessible means to‬
‭choose his choice of language.‬

‭Section 8‬
‭Non-disclosure of personal data:-‬
‭Subject to section 24, personal data‬
‭without the consent of the data subject‬
‭shall not be disclosed—For any purpose‬
‭other than—‬

‭(a) the one for which the personal‬
‭data was to be disclosed at the time‬
‭of collection of the personal data;‬
‭or‬
‭(b) a purpose directly related to the‬
‭purpose referred to in clause (a) of‬
‭sub-section (1); or‬
‭(c) to any party other than a third‬
‭party as specified in clause (f) of‬
‭sub-section (1) of section 7‬

‭Lowering standard for transfers‬
‭to third parties.‬
‭Intimation of notice does not‬
‭fully relieve the data controller‬
‭of their responsibility toward‬
‭data subjects‬

‭Ensure the same stringent criteria for transfers‬
‭based on consent as for processing by the data‬
‭controller.‬

‭Section 9‬
‭Security requirements:-‬
‭(1) Given the national interest, the‬
‭Commission shall prescribe the best‬

‭Ambiguity in criteria for‬
‭“national interest”.‬

‭Define "national interest" clearly and integrate‬
‭the Data Protection Act essence into new and‬
‭current structures.‬
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‭international standards to protect personal‬
‭data from any loss, misuse, modification,‬
‭unauthorised or accidental access or‬
‭disclosure, alteration, or destruction. (2) A‬
‭data controller or processor shall when‬
‭collecting or processing personal data‬
‭must take practical measures to protect the‬
‭personal data as per the terms mentioned‬
‭herein below by considering the nature of‬
‭the personal data and the harm that may‬
‭result from such loss, misuse,‬
‭modification, unauthorised or accidental‬
‭access or disclosure, alteration, or‬
‭destruction:‬

‭(a) to the place or location where‬
‭the personal data is stored;‬
‭(b) to any security measures‬
‭incorporated into any equipment in‬
‭which the personal data is stored;‬
‭(c) to the measures taken for‬
‭ensuring the reliability, integrity,‬
‭and competence of personnel‬
‭having access to the personal data;‬
‭and‬
‭(d) to the measures taken for‬
‭ensuring the secure transfer of‬
‭personal data.‬

‭(3) On behalf of a data controller, if a data‬
‭processor carries out the processing of‬
‭personal data to protect it from the‬

‭The‬ ‭term‬ ‭“national‬ ‭interest”‬ ‭is‬ ‭broad,‬
‭ambiguous,‬ ‭and‬ ‭subjective,‬ ‭granting‬ ‭the‬
‭Commission‬ ‭excessive‬ ‭discretion‬ ‭due‬ ‭to‬ ‭its‬
‭vagueness.‬ ‭Therefore,‬ ‭it‬ ‭is‬ ‭recommended‬ ‭to‬
‭clearly define "national interest."‬
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‭incidents identified in sub-section (1), the‬
‭data controller must ensure the data‬
‭processor’s compliance with technical and‬
‭international standards of organisational‬
‭security, as prescribed by the Commission.‬
‭(4) The data processor is independently‬
‭liable to take steps to ensure compliance‬
‭with security standards prescribed under‬
‭sub-section (1).‬
‭(5) Save as other related laws will also‬
‭remain in the field of their respective‬
‭domains.‬

‭Section 15‬
‭Processing of sensitive and critical‬
‭personal data:-‬
‭(1) Subject to sub-section (6) of section 6, a‬
‭data controller shall not process any‬
‭sensitive and critical personal data of a‬
‭data subject except under the following‬
‭conditions:‬

‭(a) the data subject has given his‬
‭explicit consent to the processing of‬
‭the personal data provided that‬
‭this consent is not restricted by any‬
‭other applicable law, and any of‬
‭the following:‬

‭(i) for exercising or‬
‭defending any right or‬
‭obligation which is‬

‭1.‬ ‭Section 15(1)(a)(viii)‬
‭provides an exception‬
‭for processing sensitive‬
‭and critical personal‬
‭data 'for the‬
‭administration of justice‬
‭under the orders of a‬
‭court of competent‬
‭jurisdiction, potentially‬
‭impacting citizen's right‬
‭to privacy.‬

‭2.‬ ‭Section 15(1)(b) allows‬
‭processing of sensitive‬
‭and critical personal‬
‭data if intentionally‬
‭made public by the data‬

‭1.‬ ‭Ensure that this exception aligns with‬
‭fundamental rights, particularly the‬
‭right to privacy guaranteed by Article‬
‭14 of the Constitution.‬

‭2.‬ ‭Remove Section 15(1)(b) to prevent easy‬
‭access to sensitive personal data‬
‭through mass scraping from public‬
‭sources and maintaining consistent‬
‭protection standards.‬
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‭conferred or imposed by‬
‭law on the data controller in‬
‭connection with‬
‭employment; or (ii) to‬
‭protect the vital interests of‬
‭the data subject or another‬
‭person, in a case where—‬

‭(a) consent cannot‬
‭be given by or on‬
‭behalf of the data‬
‭subject; or (b) the‬
‭data controller‬
‭cannot reasonably‬
‭be expected to‬
‭obtain the consent of‬
‭the data subject;‬

‭(iii) to protect the vital‬
‭interests of another person,‬
‭in a case where consent by‬
‭or on behalf of the data‬
‭subject has been‬
‭unreasonably withheld‬
‭(iv) for medical purposes‬
‭which are undertaken by—‬

‭(a) a healthcare‬
‭professional; or‬
‭(b) a person who in‬
‭the circumstances‬
‭owes a duty of‬
‭confidentiality‬

‭subject, potentially‬
‭lowering protection‬
‭standards compared to‬
‭non-sensitive data.‬

‭3.‬ ‭Also, there is no ‘‬‭s (i),‬
‭(viii), or (ix) of clause (b)‬
‭of sub-section (1)‬‭’ as‬
‭referred to in s.15 (2)‬
‭which is a typographical‬
‭error in the text and can‬
‭lead to confusion.‬
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‭which may arise and‬
‭shall be equivalent‬
‭as if that person was‬
‭a healthcare‬
‭professional;‬

‭(v) for, or in connection‬
‭with, any legal proceedings;‬
‭(vi) for obtaining legal‬
‭advice while ensuring its‬
‭integrity and secrecy;‬
‭(vii) for establishing,‬
‭exercising, or defending‬
‭legal rights;‬
‭(viii) for the administration‬
‭of justice under orders of a‬
‭court of competent‬
‭jurisdiction; or‬
‭(ix) for the exercise of any‬
‭functions conferred on any‬
‭person by or under any‬
‭written law;‬

‭(b) the information contained in the‬
‭personal data is made public‬
‭advertently by the data subject.‬

‭(2) The Commission may by order‬
‭published in the Gazette exclude the‬
‭application of clauses (i), (viii), or (ix) of‬
‭clause (b) of sub-section (1) in such cases‬
‭as may be specified in the order, or‬
‭provide that, in such cases, as may be‬
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‭specified in the order, any condition‬
‭mentioned in the aforementioned clauses‬
‭is not to be regarded as satisfied unless‬
‭such further conditions as may be‬
‭specified in the order are also satisfied.‬

‭Section 16‬
‭Right, to access:-‬
‭(1) A data subject shall be given access to‬
‭his personal data held by a data controller‬
‭except where compliance with a request to‬
‭access is declined under the provisions of‬
‭this Act.‬
‭(2) A data subject shall have the right to‬
‭obtain confirmation from a data controller‬
‭whether the personal data of a data subject‬
‭is under processing or has been processed,‬
‭by or on behalf of the data controller.‬
‭(3) A requestor may upon payment of a‬
‭prescribed fee based on an administrative‬
‭cost, make a data access request in writing‬
‭to the data controller:-‬

‭(a) for information regarding the‬
‭data subject’s personal data that is‬
‭being processed by or on behalf of‬
‭the data controller; and‬
‭(b) to provide him with a copy of‬
‭the personal data in an intelligible‬
‭form.‬

‭(4) Where a data controller has shared the‬

‭Accessibility issues due to the‬
‭prescribed fee for information‬
‭access.‬

‭Ensure access to information and complaints‬
‭are not contingent on the ability to pay fees.‬
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‭data with another data‬
‭controller/processor, therefore, the first‬
‭data controller possessing any consent of‬
‭the data subject shall be liable as provided‬
‭under sub-section (3).‬

‭Section 51‬
‭Complaint:-‬
‭(1) Any individual or relevant person may‬
‭file a complaint before the Commission‬
‭against any violation of personal data‬
‭protection rights as granted under this Act,‬
‭misconduct of any data controller, data‬
‭processor, or their processes which‬
‭involves:-‬

‭a) a breach of the data subject’s‬
‭consent to process data;‬
‭b) a breach of obligations of the‬
‭data controller or the data‬
‭processor in the performance of‬
‭their functions under this Act; c)‬
‭provision of incomplete,‬
‭misleading, or false information‬
‭while taking consent of the data‬
‭subject; or‬
‭d) any other matter relating to the‬
‭protection of personal data‬

‭(2) The complainant may file a complaint‬
‭on plain paper or as per a simplified‬
‭sample format prescribed by the‬
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‭Commission and the complainant shall‬
‭certify that he had not already or‬
‭concurrently filed any application,‬
‭complaint, or suit before any other forum‬
‭or court.‬
‭(3) The Commission shall charge a‬
‭reasonable fee for filing or processing of‬
‭the complaint and matters ancillary thereto‬
‭as prescribed under this Act, and shall also‬
‭facilitate online receipt of complaints.‬
‭(4) The Commission shall acknowledge the‬
‭receipt of the complaint within three‬
‭working days and shall dispose of the‬
‭complaint under intimation to the‬
‭complainant within thirty days of its‬
‭receipt or for reasons to be recorded in‬
‭writing, within such extended time as‬
‭reasonably determined by the‬
‭Commission.‬
‭(5) After receipt of the complaint, the‬
‭Commission may,‬

‭a) seek an explanation from the‬
‭data controller or data processor,‬
‭after conducting an initial‬
‭evaluation against whom the‬
‭complaint has been made by‬
‭providing him reasonable time and‬
‭opportunity to be heard through an‬
‭efficient mode of communication;‬
‭and‬
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‭b) Contact the complainant, if‬
‭deemed necessary, to seek further‬
‭information or his comments on‬
‭the response of the data controller‬
‭or the data processor, or any other‬
‭concerned agency.‬

‭(6) The Commission shall efficiently‬
‭dispose of a complaint and may issue‬
‭directives to prevent the breach of data‬
‭protection rights without first seeking‬
‭comments from the concerned data‬
‭processor and data controller.‬
‭(7) The Commission may employ‬
‭electronic means of communication to‬
‭dispose of complaints and shall maintain‬
‭an appropriate record of such‬
‭communications. The Commission shall as‬
‭soon as possible establish an online facility‬
‭to receive, process, manage and dispose of‬
‭complaints efficiently and cost-effectively.‬
‭(8) Where the data controller or processor‬
‭fails to respond to the Commission or‬
‭execute its orders, the Commission may‬
‭initiate enforcement proceedings as per‬
‭Rules prescribed under this Act.‬

‭Section 18‬
‭Circumstances of refusal to comply with‬
‭the data access request:-‬
‭(1) A data controller may refuse to comply‬

‭Broad discretion for controllers‬
‭to deny data access requests‬
‭and no penalties for‬
‭non-compliance.‬

‭a) s.18(1)(a)(i) imposes a burden to prove‬
‭identity which would need to be flexible in‬
‭terms of the identity document to be provided‬
‭to meet this criteria given the concerns with‬
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‭with a data access request under section 16‬
‭if—‬

‭(a) the data controller is not‬
‭supplied with such information as‬
‭the data controller may reasonably‬
‭require—‬

‭(i) to satisfy itself‬
‭concerning the identity of‬
‭the requestor; or‬
‭(ii) where the requestor‬
‭claims to be a relevant‬
‭person to satisfy itself—‬

‭(a) as to the identity‬
‭of the data subject‬
‭concerning whom‬
‭the requestor claims‬
‭to be the relevant‬
‭person; and‬
‭(b) that the‬
‭requestor is the‬
‭relevant person in‬
‭relation to the data‬
‭subject;‬

‭(iii) to locate the personal‬
‭data to which the data‬
‭access request relates;‬

‭(b) the data controller cannot‬
‭comply with the data access‬
‭request without disclosing personal‬
‭data relating to another individual‬

‭people being able to enroll in NADRA over the‬
‭years.‬

‭b) Mandate provision of all information‬
‭relevant to a request, only omitting that which‬
‭cannot be disclosed without revealing the‬
‭personal data of a third party individual.‬
‭written reasons for refusal and impose‬
‭penalties for non-compliance, ensuring‬
‭relevant information is provided.‬
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‭who can be identified from that‬
‭information, unless—‬

‭(i) another individual has‬
‭consented to the disclosure‬
‭of the information to the‬
‭requestor; or‬
‭(ii) it is reasonable in all the‬
‭circumstances to comply‬
‭with the data access request‬
‭without receiving the‬
‭consent of the other‬
‭individual;‬

‭(c) providing access may constitute‬
‭a violation of any court order;‬
‭(d) providing access may disclose‬
‭confidential information relating to‬
‭the business of the data controller;‬
‭or‬
‭(e) such access to personal data is‬
‭regulated by another law.‬

‭(2) In determining for the purposes of‬
‭clause (ii) of subparagraph (b) of‬
‭sub-section (1) whether it is reasonable in‬
‭all the circumstances to comply with the‬
‭data access request without the consent of‬
‭the other individual, regard shall be given‬
‭in particular to:-‬

‭(a) any duty of confidentiality‬
‭owed to the other individual;‬
‭(b) any steps taken by the data‬
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‭controller to seek the consent of the‬
‭other individual;‬
‭(c) whether the other individual is‬
‭capable of giving consent; and‬
‭(d) any express refusal of consent‬
‭by the other individual.‬

‭(3) Clause (c) of sub-section (1) shall not‬
‭operate to excuse the data controller from‬
‭complying with the data access request‬
‭under sub-section (1) of section 16 to any‬
‭extent that the data controller can comply‬
‭with the data access request without‬
‭contravening the prohibition concerned.‬

‭Section 24‬
‭The extent of disclosure:-‬
‭Notwithstanding section 8, the personal‬
‭data of a data subject may be disclosed by‬
‭a data controller for any purpose other‬
‭than the purpose for which the personal‬
‭data was stated to be disclosed at the time‬
‭of its collection or any other purpose‬
‭directly related to that purpose under the‬
‭following circumstances:‬

‭(a) the data subject has given his‬
‭consent to the disclosure;‬
‭(b) the disclosure —‬

‭(i) is necessary for‬
‭preventing or detecting a‬
‭crime, or for investigations;‬

‭Lack of explicit consent‬
‭requirement for disclosure.‬
‭The definition of ‘public interest‬
‭under s.24 (e) is that ‘in the‬
‭interest of the public due to the‬
‭circumstances‬
‭determined by the Commission‬
‭in advance of the disclosure’  is‬
‭too broad.‬

‭Under S.24 (d)the controller should always be‬
‭required to gain explicit consent for disclosures‬
‭and for s.24 (e), clearly define "public interest"‬
‭to ensure necessity and proportionality.‬
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‭or‬
‭(ii) was required or‬
‭authorised by or under any‬
‭law or by the order of a‬
‭court;‬

‭(c) the data controller acted in the‬
‭reasonable belief that in law he has‬
‭the right to disclose the personal‬
‭data to the other person;‬
‭(d) the data controller acted in the‬
‭reasonable belief that he had the‬
‭consent of the data subject if the‬
‭data subject had known of the‬
‭disclosing of the personal data and‬
‭the circumstances of such‬
‭disclosure; or‬
‭(e) the disclosure was justified in‬
‭the interest of the public due to the‬
‭circumstances determined by the‬
‭Commission in advance of the‬
‭disclosure.‬

‭Section 25‬
‭Right to prevent processing likely to cause‬
‭damage or distress:-‬
‭(1) Subject to sub-section (2), a data subject‬
‭may, at any time shall issue a notice in‬
‭writing, including digitally to a data‬
‭controller referred to as the “data subject‬
‭notice” require the data controller at the‬

‭Ambiguity in the right to‬
‭prevent processing likely to‬
‭cause damage or distress.‬

‭A data subject’s right to ask a controller to‬
‭cease processing or not to begin processing of‬
‭their personal data (with the exception where‬
‭the controller has a non-consent lawful basis‬
‭for processing), even if the processing is not‬
‭likely to cause substantial damage or distress.‬
‭The inclusion of this provision will detract‬
‭from that general right, so it is recommended‬
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‭end of such period as its reasonable in the‬
‭circumstances, to—‬
‭(a) cease the processing of or processing‬

‭for a specified purpose or manner; or‬
‭(b) not begin the processing of or‬
‭processing for a specified purpose or in a‬
‭specified manner, any personal data in‬
‭respect of which he is the data subject if,‬
‭based on reasons to be stated by him‬

‭i.‬ ‭the processing of that personal data‬
‭or the processing of personal data‬
‭for that purpose or in that manner‬
‭is causing or is likely to cause‬
‭substantial damage or distress to‬
‭him or a relevant person; and‬

‭ii.‬ ‭the damage or distress is or would‬
‭be unwarranted.‬

‭(2) Sub-section (1) shall not apply where—‬
‭(a) the data subject has given his consent;‬
‭(b) the processing of personal data is‬
‭necessary—‬

‭i.‬ ‭for the performance of a contract to‬
‭which the data subject is a party;‬

‭ii.‬ ‭for taking steps at the request of‬
‭the data subject to enter a contract;‬

‭iii.‬ ‭for compliance with any legal‬
‭obligation to which the data‬
‭controller is the subject, other than‬
‭an obligation imposed by contract;‬
‭or‬

‭that the former be promoted and the latter be‬
‭struck from the Bill.‬
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‭iv.‬ ‭to protect the vital interests of the‬
‭data subject; or‬

‭(c) in such other cases as may be‬
‭prescribed by the Federal Government‬
‭upon recommendations of the‬
‭Commission by publishing in the Official‬
‭Gazette.‬
‭(3) The data controller shall, within‬
‭twenty-one days from the date of receipt‬
‭of the data subject notice under‬
‭sub-section (1), give the data subject a‬
‭written notice including digitally —‬
‭(a) stating that he has complied or intends‬
‭to comply with the data subject notice; or‬
‭(b) stating his reasons for regarding the‬
‭data subject notice as unjustified, or to any‬
‭extent unjustified, and the extent, if any, to‬
‭which he has complied or intends to‬
‭comply with it. (4) Where the data subject‬
‭is dissatisfied with the failure of the data‬
‭controller to comply with the data subject‬
‭notice, whether in whole or in part, under‬
‭clause (b) of sub-section (3), the data‬
‭subject may submit a complaint to the‬
‭Commission to require the data controller‬
‭to comply with the data subject notice. (5)‬
‭Where the Commission is satisfied that the‬
‭complaint of the data subject under‬
‭subsection (4) is justified or justified to any‬
‭extent, the Commission may require the‬
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‭data controller to take such steps for‬
‭complying with the data subject notice‬

‭Section 26 and s.26 (2)‬
‭Right to erasure:-‬
‭(1) The data subject shall have the right to‬
‭request the data controller to erase his‬
‭personal data concerning him without‬
‭undue delay and the data controller shall‬
‭have the obligation to erase personal data‬
‭within 14 days where one or more of the‬
‭following conditions applies:‬

‭a.‬ ‭the personal data is no longer‬
‭necessary concerning the purposes‬
‭for which they were collected or‬
‭otherwise processed;‬

‭b.‬ ‭the data subject withdraws consent‬
‭on which the processing is based‬
‭under sub-section (1) of section 23‬
‭and where there is no other legal‬
‭ground for the processing; or‬

‭c.‬ ‭the data subject objects to the‬
‭processing under sub-section (2) of‬
‭section 23;‬

‭d.‬ ‭the personal data have been‬
‭unlawfully processed; or‬

‭e.‬ ‭the personal data must be erased‬
‭for compliance with a legal‬
‭obligation.‬

‭14-day timeframe for data‬
‭erasure is too long.‬

‭a) Reduce the timeframe to 5 days, with‬
‭justifications for delays and fines for‬
‭non-compliance.‬
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‭(2) Where the data controller has made the‬
‭personal data public and is obliged under‬
‭subsection (1) to erase the personal data,‬
‭therefore, the data controller- taking into‬
‭account of available technology and the‬
‭cost of implementation- shall take‬
‭adequate steps, including technical‬
‭measures to inform data processors‬
‭processing the personal data for erasure,‬
‭along any links to, copy or replication of‬
‭the personal data‬

‭b) Rephrase s.26 (2) from “made the personal‬
‭data public” to “shared the personal data with‬
‭third parties”‬

‭Section 27‬
‭Right to nominate:-‬
‭In the event of the death or disability of the‬
‭data subject, he shall have the right to‬
‭nominate, any other individual as may be‬
‭prescribed, to exercise the rights of the‬
‭data subject under the provisions of this‬
‭Act.‬

‭Need for clarity on data rights‬
‭after a subject's death.‬

‭Rephrase to allow nominated individuals to‬
‭exercise data rights upon the data subject's‬
‭death or disability.‬

‭Section 28‬
‭Right to redressal of grievance:-‬
‭(1) In case of any complaint/grievance‬
‭of the data subject, he shall be provided‬
‭with means to register his complaint in‬
‭writing with a data controller. The data‬
‭controller officials shall immediately take‬
‭up the matter for redressal.‬
‭(2) In the case where a data controller fails‬
‭to satisfy a data subject with a satisfactory‬

‭Insufficient detail on the‬
‭redressal system for data‬
‭subject grievances.‬

‭Elaborate on the redressal mechanism and‬
‭ensure prompt, written responses within 5‬
‭working days, explaining any delays.‬
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‭response concerning a grievance or‬
‭receives no response within the prescribed‬
‭period, he may register a complaint with‬
‭the Commission in such manner as may be‬
‭prescribed.‬

‭Section 29(6)‬
‭Right to data portability and automated‬
‭processing:-‬
‭…(6) The data subject rights mentioned in‬
‭sub-section (4) shall not apply to the extent‬
‭where processing is necessary for the‬
‭performance of a task carried out in the‬
‭public interest.‬

‭Broad 'public interest' exception‬
‭for data portability and‬
‭automated processing.‬

‭Introduce detailed safeguards similar to GDPR‬
‭and require anti-discriminatory policies for‬
‭automated decision-making.‬

‭Section 34(2)(c) & (f))‬
‭Exemption:-‬
‭...(2) Subject to section 15 exemptions may‬
‭be granted provided personal data is‬‭:‬

‭(c) processed for preparing statistics or‬
‭carrying out research shall be exempted‬
‭from sections 6, 7, 8, and sub-section (2) of‬
‭section 9 of the Act and other related‬
‭provisions of this Act, provided that such‬
‭personal data is not processed for any‬
‭other purpose and that the resulting‬
‭statistics or the results of the research are‬
‭not made available in a form which‬
‭identifies the data subject;‬
‭(f) only processed for journalistic, literary,‬

‭Exemptions for research,‬
‭statistics, and journalistic‬
‭purposes risk misuse and are‬
‭overly broad.‬

‭a) There needs to be necessity criteria‬
‭established for the exemptions listed in this‬
‭section to curtail the abuse of this allowance‬
‭and to avoid data processing without‬
‭employing the key principles of necessity and‬
‭proportionality.‬
‭b) Include NGOs in research exemptions, and‬
‭define "specific situations/use cases" clearly.‬

‭44‬



‭or artistic purposes shall be exempted‬
‭from sections 6, 7, 8, 9, 10, 11, 12, and‬
‭sub-section (1) of section 16 and other‬
‭related provisions of this Act provided‬
‭that—‬

‭i.‬ ‭the processing is undertaken for‬
‭publication;‬

‭ii.‬ ‭the data controller subject to a‬
‭reasonable belief that taking into‬
‭account the special importance of‬
‭public interest in freedom of‬
‭expression, the publication would‬
‭be in the public interest; and‬

‭iii.‬ ‭the processing is on grounds of‬
‭national security interests of the‬
‭State provided that the processing‬
‭of personal data shall not be‬
‭permitted unless it is authorised‬
‭pursuant to an express‬
‭authorisation by the Commission.‬

‭Sections 59‬
‭Dissolution:-‬
‭(1) No provision of law relating to the‬
‭winding up of the bodies corporate shall‬
‭apply to the Commission, and the‬
‭Commission shall not be wound up except‬
‭by order of the Federal Government, and‬
‭in such manner, as the Federal‬
‭Government may direct.‬

‭The Federal Government's‬
‭absolute power to dissolve the‬
‭Commission undermines the‬
‭separation of powers.‬

‭Restore the power to dissolve the Commission‬
‭to Parliament, maintaining checks and‬
‭balances.‬
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