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|Executive Summary

This research was motivated by the desire to understand the ways in which privacy
is understood and practiced in hospitals, particularly in the context of the
COVID-19 pandemic. Though privacy is already somewhat embedded within
medical practices and training, the COVID-19 pandemic brought about an unprec-
edented escalation of reliance on digital technologies, leading to new questions
about the ways in which privacy is perceived and practiced in various fields across
Pakistan. Coupled with the weak legislative and institutional infrastructure of
countries like Pakistan, it becomes particularly imperative to investigate whether
appropriate checks and balances exist to ensure and protect the privacy of individuals.
At the time of publishing this report, Pakistan does not have a specific data protection
law, nor does it have any legislation allowing individuals the right to request data
about themselves. The main governing legislation around crimes in the digital
sphere is PECA (Prevention of Electronic Crimes Act 2016), which has come
under severe criticism for its harsh penalties for speech acts and its potential for
abuse and misuse. In fact, concepts such as data privacy and protection are often
basic and superficially understood in Pakistan. This is further corroborated by the
fact that health data privacy is a relatively under-studied subject in Pakistan, leading
to a lack of implementation and understanding of its principles in practice. Considering
this, the aim of this study is to unpack the ways in which privacy is understood and
practiced in the health sector of Pakistan. Moreover, we seek to identify the gaps
in information and practice between the state, the healthcare commission, healthcare
administration in hospitals and individuals practicing medicine in hospitals.

a. Main Objectives
e Investigate the the collection and use of health data in Pakistan

e Understand how, in the context of COVID-19, privacy practices and perceptions
have evolved

e Explore the unique challenges posed to data privacy implementation in Pakistan
with regards to health data

e Map and analyse the experiences of doctors and hospital staff

e Contribute to literature on privacy experiences and practices during COVID-19
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b. Key Outcomes

e There is an alarming gap in knowledge, information and understanding around
privacy practices in the healthcare sector in Pakistan.

® The emphasis on and importance given to privacy is mostly up to the individual
medical practioner’s discretion, with little to no translation of medical training
to institutional practice in hospitals.

e Though there is sometimes relevant training provided to medical practitioners,
data collection, access and storage practices suggest that the lack of checks and
balances allow unauthorized sharing of personal information without redress.

e There is a lack of transparency around data sharing between medical institutions
and third parties and stakeholders, including government departments.

e Doctors and healthcare professionals value privacy, both as employees and for
their patients, however, they are unable to implement this beyond individual
choices due to lack of institutional support.

® The most vulnerable individuals in such cases are primarily patients and female

doctors who are often subject to various privacy harms involving their personal
data and information.
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| Introduction

The COVID-19 pandemic saw significant developments in areas such as the technology
industry and healthcare sector. In fact, the world witnessed technology being used
for healthcare purposes more than ever during the COVID-19 health crisis. Telehealth,
virtual consultations, health applications on electronic devices, contact tracing,
and digital health databases were employed to detect and contain the virus all
around the world? While this collaboration brought many beneficial changes and
upgrades to healthcare, this was not consistent across the world with many states
overlooking privacy entirely. Others failed to fully adopt virtual systems or secure
them properly, be it through policies or protective mechanisms. According to the
UNCTAD, 16% of the world does not have any ““data protection and privacy legislation”
effectively risking the security of millions of peoples’ health data,’a concerning
statistic in a hyper digitised world.

Technological advancements in the medical sector have made healthcare more af-
fordable*accessible, and efficient. However, digital security is a major concern for
many considering the number of data breaches that continue to occur around the
world — over two hundred million health records in the last decade have been
leaked in the United States alone’ It is clear then that even highly developed states
are not immune to such violations. Many developing countries such as Bangladesh,
Sri Lanka and India lack proper privacy and data protection laws’and lag when it
comes to protecting their citizens' health data. The lack of such legislations have
had consequences: Jio, an Indian telecommunications company, suffered from a
massive security breach exposing “millions of symptom checker app logs”. "Pakistan
also falls into this category and has lax regulations around data protection, which
are often not enforced or followed.

https //businesslawtoday.org/2020/03/covid-19-data-privacy-health-vs-privacy/
https //jamanetwork.com/journals/jama/article-abstract/2765252

https //unctad.org/page/data-protection-and-privacy-legislation-worldwide
https //mhealth.amegroups.com/article/view/16494/16602

https //www.jmir.org/2020/7/e17508/

, https://www hipaajournal.com/healthcare-data-breach-statistics/

o https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://privacyinternational.org/examples/3831/india-jio-security-breach-exposes-millions-symptom-
checker-app-logs
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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During the pandemic, an increase in health data collection for virus containment
prompted questions around privacy. Countries adopted methods such as contact
tracing, which has been extensively criticised for being an invasive tool and vulnerable
to abuse. Location trackingnand other, more aggressive methods, such as the use of
drones, were also employed in the other states such as China, Norway, Bahrain
and Kuwaitl.ZCorporations such as Baidu found their way into the healthcare space
too. Baidu assisted the Chinese government in providing teleconsultations, but
also collected massive amounts of personal medical data citizens were providing
on a large scale in the process; due to a lack of legal safeguards, the data Baidu
collected is at risk of being exploited for financial gains.’ Unauthorised access to
data and accidental leaks are also common and on the rise, as reported by the
Health Insurance Portability and Accountability Act (HIPAA) Journal.”

Despite Pakistan having institutions such as the Punjab Health Commission which
are designed to protect health data, there continue to be vulnerabilities in the
system. Electronic Healthcare Records (EHR) and Health Management Information
Systems (HMIS) are clearly at risk with this context in mind. Considering the im-
portance of privacy in medical practice and education, the privacy practices and
state provisions to protect health data in Pakistan requires investigation.

In light of these findings, this study aims to investigate the existence of gaps in privacy
and data security with regards to Pakistan’s healthcare system’s framework. Addi-
tionally, we investigate whether existing policies are sufficient in protecting citizens’
from privacy violations, particularly given the unique nature of challenges during
the pandemic.

https://www.amnesty.org/en/latest/news/2020/06/bahrain-kuwait-norway-contact-tracing-apps-

. danger-for-privacy/

Lhttps://www.hrw.org/news/2020/05/13/mobile-location-data-and-covid-19-qa

;https://businesslawtoday.org/2020/03/covid-19-data-privacy-health-vs-privacy/

. https://businesslawtoday.org/2020/03/covid-19-data-privacy-health-vs-privacy/

15https://www.hipaaj ournal.com/healthcare-data-breach-statistics/
https://phc.org.pk/privacypolicy.aspx
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|Methodology

Qualitative data was gathered for this research, involving in depth interviews with
a limited number of hospital staff, including doctors, medical students and admin-
istrators in the healthcare sector. Both public and private hospitals were consid-
ered in the study. It was initially proposed that a combination of mixed methodolo-
gies be used for data gathering. However, due to the ongoing COVID-19 pandemic,
data gathering from doctors was particularly hindered due to the added burden to
the healthcare sector in Pakistan. As such, it was decided that in depth interviews
with a limited number of doctors will provide us with a closer understanding of
what privacy perceptions and practices look like during COVID in the healthcare
sector in Pakistan.

We conducted a total of 10 interviews for around 1.5 hours for each participant.
The interviews were semi structured, which allowed doctors to express their personal
concerns, elaborate on experiences and address particular questions as well. This
data was essential to identify the gaps between government policy, hospital measures
and individual experiences of those involved on the frontline. Finally, data from
the interviews was compiled and analysed. The insights from these findings are
provided in this report and supported by a literature review.

| Limitations

It must be noted that this study does not claim to capture the experiences of all
hospital staff, medical students or healthcare administrators. Indeed, there are ex-
periences that are not represented within this study purely due to the nature of the
methodology, particularly with regards to doctors outside of the Punjab province,
due to accessibility issues. Moreover, doctors from private hospitals were also
disproportionately represented due to the process of dissemination due to the ongoing
COVID-19 pandemic. Therefore, to make generalizable inferences based on this
data set would be an error. Furthermore, data-gathering was hindered due to various
issues such as limited availability of participants and internet connectivity problems.
Most notably, due to time constraints, it was not possible to interview patients who
had received treatments in hospitals, which would highlight a key missing element
from this study. With a greater data set and increased respondents, the findings
may be substantiated and strengthened further in the future.
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| Literature review

a. The state of health data privacy

Amidst the Covid-19 pandemic, the global health space experienced a surge in
development and digitisation, and saw an influx of health data — over two-hun-
dred-and-sixty-two million people contracted the coronavirus. Data collection in
the form of contact tracing, modelling and documentation were some common
tactics used to tackle the pandemic, however, such methods raised concerns across
the globel.7 Korea, one of the first affected countries, encountered many instances
of data breaches, and called for a privacy review prompted by the Korean National
Human Rights Commission."

“The locations of infected individuals attracted extensive news
coverage at times. For some cases, the general public engaged in
profiling and unveiled or inferred embarrassing personal details.
Re-identification allegedly took place on a few occasions. Some
of these individuals were affected by unwanted privacy invasion
and even became subject to public disdain. Concerns were raised
regarding the uneven scope and granularity of disclosures by

municipal and local governments”."”

Statistics published by the Health Insurance Portability and Accountability Act
(HIPAA) Journal, gesture that the state of health data privacy is fragile; between
2009 and 2020 268,189,693 healthcare records were exposed, lost or stolen — ap-
proximately 81.72% of the United States’ total population®’On most occasions
these breaches were attributed to “hacking”, which went undetected. While laws
around patient data confidentiality exist, they are often violated; 2020 saw the
most “unauthorised disclosure incidents” in the past ten years in the United States
and while these violations are fined and punishable, the number of data breaches
and their severity only seem to be rising

ijhttps://covidl9.Wh0.int
18https://jamanetwork.com/joumals/j ama/article-abstract/2765252
19ibid
,,ibid
nhttps://www.hipaaj ournal.com/healthcare-data-breach-statistics/
,,ibid

ibid
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b. Development and history of “digital health”

Digital health data management systems have existed since g

the 1960s, however they were popularised and became more h
widely used in the 1980s, when desktop computers became

more common. Ismail et al (2020), attribute the development
of digital health data management systems over the years to the » @
need for more affordable healthcare solutions. better and more efficient health
care, data accessibility, organisation, and even to prevent fraud. In recent decades
it has become a core component of the healthcare sector.

“According to a National Physician survey in 2014, 75% of Ca-
nadian physicians have begun using electronic medical records
instead of the traditional paper method. With the use of electronic
medical records, it is suggested this will increase productivity
and keep a better track of each patient and their records.””’

These data rich systems, compromise of Electronlc Health Records (EHR) which
have been used for “governance and research” however since this framework is
ever evolving with the needs of the healthcare sector, many concerns arise including
those focused on digital privacy’ Institutions around the world have developed
measures to address these concerns and prevent data breaches; Pakistan, Punjab
specifically, for example, has the Punjab Health Commission which monitors and
maintains records, investigates system failures and malpractice, and implements
policies meant to secure privacy.”

E-health or digital health, despite sounding similar, are defined

differently than EHRs and digital health management systems, . ./'o
though they share some goals. According to the World Health = =0
Organization “digital health” includes the use of “health-related \30
information, resources and services provided electronically”,

“large volumes of data from different sources that can provide valuable insights
into population health” and “artificial 1nte1hgence (AD) to perform tasks that
would normally require human capac1t1es” “Furthermore the United States Food

https //www.vertitechit.com/history-healthcare-technology/

https //mhealth.amegroups.com/article/view/16494/16602

https //www.jmir.org/2020/7/e17508/

https //www.1deatheorem.com/insights/the-emergence-ot-digital-health-care-current-and-future-trends/
https //www.jmir.org/2020/7/e17508/

1b1d

https //phc.org.pk/privacypolicy.aspx

https //www.euro.who.int/en/health-topics/Health-systems/digital-health/news/news/2019/2/what-
you-need-to-know-about-digital-health-systems
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and Drug Administration (FDA) adds that digital health refers to a broader set of
healthcare categories which include tele-health, mobile health, and the use of
mobile or wearable health devices%lDigital health has seen exponential growth
during the pandemic and its multitude of lockdowns, especially in Pakistan where
an increasing number of e-clinics are being established.”’A United Nations Development
Program (UNDP) report stated that tele-medicine is playing a “pivotal role” in
aiding patients and concerned citizens, in population dense states like Pakistan.’

c. Digital Health and data ownership

In 2019 there were, 505 health data breaches, exposing 41.2 million people in 86
different countries. In 2020, 40 million people’s health data was exposed in the
United States alone. These figures are difficult to obtain for Pakistan since there is
no obligation on institutions to report data breaches in the absence of a data protection
law. Trends show that data breaches are becoming more common, however in certain
states data protection laws still do not exist. Edwin Morley-Fletcher, a researcher
for Lynkeus, argues that patients do not have control over who uses “their personal
information and for what purposes” and attributes the lack of these rights to the
growing number of privacy breaches and identity theft instances."

In recent years the amount of data collected from patients has increased greatly,
both in quantity and detail. The Institute of Medicine (US) Committee on Regional
Health Data Networks highlighted that the increasing digitisation of health data
has made way for the documentation of people’s “lifestyles, family history and
health status” — information considered to be incredibly personal: Furthermore,
they mention what was "once considered the business of patients and possibly
their physicians has now become the business of such groups as: (1) officers of
government entitlement programs checking on eligibility, and on patient and provider
fraud and abuse; (2) agencies granting security clearance; (3) attorneys bringing
criminal or civil charges; and (4) social service workers protecting possibly

abused children...””

https //www.fda.gov/medical-devices/digital-health-center-excellence/what-digital-health
https //www.pk.undp.org/content/pakistan/en/home/blog/2020/how-telemedicine-is-helping-in-the-fight-
against-covid-19--and-w.html
33
1b1d
https //www.mdpi.com/2227-9032/8/2/133
36https //www.theverge.com/2021/12/8/22822202/health-data-leaks-hacks
https://cordis.europa.eu/article/id/418078-a-new-paradigm-for-healthcare-data-privacy
z;https://WWW.ncbi.nlm.nih.gov/books/NBKZ36546/
L,ibid
ibid
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Digitally stored health data is vulnerable to cyberattacks, and is often sold to phar-
maceutical companies or other corporations by hackers. Certain regions, such as
Europe are beginning to adopt new privacy protection laws and regulations, such
as the General Data Protection Regulation (GDPR) which “requires data processors
and controllers to provide users with thelr own data, clearly disclose data collection,

set high-privacy defaults and more” "The GDPR was designed to give citizens of
the European Union rights over their data, but some concerns still remain, such as
those regarding consent and explicit consent.*

While the European Union may have instituted regulations, 16% of the world does
not have any privacy protection laws and another 10% has drafted legislations but
have not put them into effect, according to the United Nations Conference on
Trade and Development.”

d. DNA and data: a new frontier of privacy risks

Technological progress has penetrated every sector of the healthcare
industry and has led to the commercialisation of DNA testing and an-
cestry tracing; companies such as “23andMe” and “MyHeritage” sell
kits “to determine consumers’ genetic ancestry” -- 23andMe also
offers services such as medical tests. The private ownership of such
companies raises concerns around data privacy, since these tests produce
a substantial amount of sensitive information about individuals. Data
protection obligations for companies, as well as data sharing are issues
that must be addressed.

The commercialization of DNA testing also raises concerns around where the data
collected or produced is going. Jennifer King, a privacy specialist at the Stanford
Institute for Human-Centered Artificial Intelligence questioned “why these different
companies and investors have a financial interest in your genetic data”. These concerns
are valid considering MyHeritage reported that it was hit by a major data breach --
92 million accounts were exposed to hackers.” Another genetics company also suffered
from such attacks and lost 1 million people’s DNA data*

https //www.govtech.com/security/researchers-data-privacy-in-healthcare-needs-boost.html
https //www.pega.conV/insights/articles/gdpr-and-healthcare-understanding-health-data-and-consent
43https //unctad.org/page/data-protection-and-privacy-legislation-worldwide
“ https://www.theguardian.com/technology/2021/feb/09/23andme-dna-privacy-richard-branson-genetics
1b1d
https //www.theverge.com/2018/6/6/17435166/myheritage-dna-breach-genetic-privacy-bioethics
https //www.theguardian.com/technology/2021/feb/09/23andme-dna-privacy-richard-branson-genetics
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Hackers are not the only groups interested in DNA data. 23andMe has been sharing
health data with big pharmaceutical corporations such as GlaxoSmithKline to develop
new drugs.’

“And there are plenty of players interested in DNA: researchers
want genetic data for scientific studies, insurance companies
want genetic data to help them calculate the cost of health and
life insurance, and police want genetic data to help them track
down criminals...”*

DNA testing is still considered a relatlvely new phenomenon, and while companies
like 23andMe claim to secure their data--data breaches continue to be reported and
third party sharing is common.

e. COVID-19 and state actions

A major dilemma emerged during the pandemic: tools, such as contact tracing and
self-reporting, used to stop the spread of the virus, safeguarding the health of
many, were also responsible for a number of privacy infringementss.oIndividuals
were flagged and anonymity was forgotten, as mentioned earlier in the case of
South Korea. Claypoole, in his article for the American Bar Association, explores
the different methods in which governments and corporations collected health
data in an attempt to reduce infection rates, and also how that data was used:’

Claypoole cited multiple examples, the first of which was China, where government
surveillance went beyond contact tracing and used additional methods to monitor
citizen activitys.zThe Chinese government used drones to detect body temperature
and flag those who may have been infected; they used electronic devices to observe
isolated individuals; and they also used facial recognition to “identify commuters
not wearing masks” " The government also collaborated with “Baidu”, a search
engine company, to provide telemedicine solutions. At first glance, these tools
seem effective and advanced, however, At first glance, these tools seem effective
and advanced, however, they breached the privacy of citizens; once instance being

“ibid

48https //www.theverge.com/2018/6/6/17435166/myheritage-dna-breach-genetic-privacy-bioethics
https //www.theguardian.com/technology/2021/feb/09/23andme-dna-privacy-richard-branson-genetics
https //businesslawtoday.org/2020/03/covid-19-data-privacy-health-vs-privacy/
1b1d

’ 1b1d
1b1d
“ibid
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the drones and door monitors which track people’s movements.” Additionally,
China does not have adequate laws to protect the information collected by corporations
like Baidu, or limit what they can do with it

Amnesty International, in their analysis of contact tracing applications, spotlit
Bahrain and Kuwait for severely breaching the privacy of their citizens. Claudio
Guarnieri, the head of Amnesty International’s security lab, explained that these
states used a centralized model for data collection and were “essentially broadcasting

. . 9 58
the locations of users to a government database in real time”.

The Human Rights Watch has openly criticised these methods, especially those
which involve location tracking using mobile data, suggesting they could be for

. . . . 59 . .
nefarious purposes and lead to human rights violation. Furthermore, they highlight
that mobile data does not merely comprise of auser’s location, but also demographic
information such as their “identity, location, behavior, associations, and activities”
— information companies could exploit®

Concerns around what happens to health data collected by governments are increasing.
Individual health data is being used outside the healthcare sector, changing the
context in which this data can be processed and utilized”'

:; ibid

,,ibid
https://www.amnesty.org/en/latest/news/2020/06/bahrain-kuwait-norway-contact-tracing-apps-

w danger-for-privacy/

,,ibid

60https://WWW.hrW.org/news/Z020/05/ 13/mobile-location-data-and-covid-19-qa
ibid

“'https://businesslawtoday.org/2020/03/covid-19-data-privacy-health-vs-privacy/
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f. Pakistan’s legal landscape and healthcare

Pakistan has often been criticized for its lack of privacy laws; legislation around
data protection has been a work in progress since 20 18, when the government first
drafted a bill titled “Personal Data Protection Bill”” While the first version of the
bill included health data, it had many short-comings as highlighted by Privacy
International and Digital Rights Foundation, such as the “failure to include data
processmg activities of public bodies and government within the ambit of the
law”’ Both in 2020 and 2021, the government amended the draft bill making additions
around data processing, though it remains unpassed. It should also be noted at this
point that the National Institute of Health, Ministry of Health or NCOC do not
have accessible privacy policies that are readily available on their website. This
could either mean that privacy policies in the core departments and institutions focused
on health data do not exist, or that these policies are not easily accessible for the
average citizen.

Alack of data protection laws, as well as others around consent and medical ethics
has prompted researchers to criticize the framework in which healthcare workers
are trained and operate. Hyder and Nadeem, in their article, argue that a “lack of
effective policy and legislation concerning ethlcal practice of medicine is reported
to have negative effects on the profession”. They also suggest that this creates
situations where individuals are forced to deal with “ethico-legal issues alone, or
in consultation with colleagues, in an informal manner”"”

Medical ethics and confidentiality are key components of medical training and
education. These teachings are meant to ensure patient privacy and safety, however,
Shamim and Shamim note that oftentimes crucial segments such as biomedical
ethics are left out of certain curricula.*

However, like many other topics including disaster, information, education and
communication, medical ethics is also not formally taught in most of the medical
colleges of the country. Considering Pakistan is a country which enshrines privacy

“https://moitt.gov.pk/Sitelmage/Downloads/Personal%20Data%20Protection%20Bill %20without%
20track%20changes pdf
https //privacyinternational.org/state-privacy/1008/state-privacy-pakistan#dataprotection
https //www.jstor.org/stable/234988447read-now=1&refreqid=ex celsior%3A4fd020077925815e58
aee%Sab29baad8&seq—4#page scan_tab_contents
1b1d
https //jpma.org.pk/PdfDownload/2282
“ibid
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as a right in its Constitution, in Article 14(1)$it is ironic it lacks key policies
around ethics, privacy and data protection. This not only puts patient data in a vul-
nerable position but also hinders Pakistan’s citizens’ ability to exercise their right
to privacy.

|Findings

KASHMIR

PUNJAB

Q

BALOCHISTAN

“https://privacyinternational .org/state-privacy/1008/state-privacy-pakistan#dataprotection
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a. Participant demographics

Of'the 10 participants interviewed, three self identified as male while seven identified
as female. 8 individuals were from the public sector, employed at government-run
hospitals, while 1 was from a private hospital and another from a private practice.
Geographically, the participants were concentrated in the urban regions, specifically
main cities such as Lahore, Karachi and Peshawar, while one doctor was from a
smaller city in Khyber Pakhtunkhwa. With regards to their specific positions
within institutions, the participants varied in terms of seniority, ranging from post
grad residents to house officers, medical officers and trainee interns. One participant
specialised in psychiatry while another was a tele-physician.

b. The state of privacy: Data collection, access and storage

The initial point of investigation was exploring the basic privacy protocols in place
in various institutions and the privacy practices hospitals enforced and personnel
engaged in on a regular basis. This was split into two categories: firstly, the types
of data being collected, stored and accessed regularly in the hospital, i.e. the nature
of the data being handled regularly by the hospital. Secondly, the specific rules
and protocols issued by the hospital to protect and secure it, i.e. the practices expected
of hospital staff and mechanisms to protect patient and doctor data. What initial
analysis suggests is a pattern of disconnection between the extent of the data being
handled, and the mechanisms in place to protect such data. We begin with an exploration
of the data collection, access and storage practices as told directly by our participants.

All participants were asked multiple questions about the nature of data collection,
storage, access and sharing in their respective institutions. The first of these questions
asked what types of data was collected from both patients and employees upon
their arrival in the hospital. The extent of the data was referenced by multiple
respondents:

“We collect their name, father/husband’s name, age, ethnicity, area, next of
kin, emergency contact, blood group, any other illnesses, biodata, CNIC...”
[PI]
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“Patients who come to the hospital, we have a proper file for them where we
collect their name, address and telephone number, especially during
Covid-19. We would keep a record of patients during covid-19 because if
their tests came back positive we could trace the source.” [P4]

A particularly alarming finding was, as several respondents noted, that the collection
of data was not done by a member of the medical staff, but rather a receptionist in the
hospital who would generate a “slip” and “receipt” of the individual's details to refer
them further. In some cases, medical records and history was noted by a doctor or
health professional but in other cases, details of the patient were entirely handled by
a non-medical professional. When asked whether receptionists and members of the
administrative body had been given training on the handling of sensitive personal
information, a majority of respondents stated that some limited training was given but
it was rarely practiced in an effective and conscientious manner. This will be explored
in a later section.

“There will be a non-medical person, and he will be collecting all these things.
That [collecting medical history and data] is a doctor's responsibility.” PS

As referenced above, P4 claimed that as a result of COVID-19, the extent of data
collection had expanded as well as other practices including storage of data as well
as sharing practices. However, one respondent elaborated on the less technically
advanced nature of their public government hospital, which had rebooting systems
in place which automatically removed all patient data from the electronic systems
after three months. They were not sure about whether there was a backup of this
data anywhere or where this data “went” once it was deleted from their digital records.
In line with this, further questions probed the nature of data storage, i.e. whether it
was done virtually or physically or both. In keeping with traditional patterns of
data storage in Pakistan, most respondents claimed that hospitals kept data both
into digital formats and physical copies. As expected, respondents from private
hospitals engaged predominantly with digital files due to the higher quality of
technological interventions in their institutions, while government hospitals relied
on maintaining physical copies. These hybrid systems can become hard to keep
track of and monitor especially if institutions do not have dedicated resources to
ensure privacy.

“The reception collects this for us and it’s stored in a large database. In terms
of the outpatient department everything else is done physically and we also
have physical copies of everything; physical copies of their biodata, diagnosis,
what medications they are on.” [P1]
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“Data is collected [even for a checkup]| because whenever you need to make a
slip, an MR number is generated and you need to keep a record of everything.”
[PS]

“The [medical] numbers of patients are recorded on computers because they
make a slip which has each patient’s number. Other than that everything is
on paper.” [P8]

As P8 stated, and several respondents corroborated in their responses, a medical
number is generated upon the arrival of a patient into the hospital, through a collection
and processing of their data at the reception. This medical number, often a combination
of the individual National Identification number (CNIC), is then used to reference
them while providing medical care. Collection and use of the CNIC at the point of
entry in the hospital, regardless of the nature of the treatment, creates additional
privacy concerns of linking individual patient records with larger databases. Given
the sensitive nature of this data, we asked participants about access practices involving
patient data. In particular, we asked who in the hospital had access to this data and
why.

“Anyone with an HMIS ID can access it. All doctors can access it, people who
work in the computer or IT department can access it.” [P1]

These responses are representative of what a majority of doctors insisted: access
to data was not a privacy priority for hospitals. In most cases, hospitals did not
have a regulatory framework to ensure that a limited number of individuals had
access to specific patient data. One participant elaborated on how a doctor from
another hospital entirely was able to access patient data without any checks and
balance or accountability:

“I was on duty and another hospital’s doctor came, he told us he was a doctor,
and he took pictures of charts [patient health charts] and was collecting data.
We told the administration, but by then he had left. We didn’t know why he
was taking pictures; we found out later he wasn’t from our hospital. We
didn’t know if he was even a doctor.” P4
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This suggests that the problem of access is indeed an alarming one in many hospitals
in Pakistan and requires immediate attention, as vulnerable data is at risk everyday
of violations. This will be elaborated on further in a section on the privacy risks
and harms faced by patients and doctors on a regular basis. Delving further into
the use of this medical number, we asked participants whether any data was shared
by the hospital as a whole and if so, what types of data this was and for what reasons.
The responses were extensive, spanning several third party sharing practices. It
should be noted that some respondents also insisted that they did not have specific
knowledge of these practices and could not confirm whether this was exactly the
case. Among the organisations that information was shared with were drug company
representatives, corporations and educational institutes.

“Medical representatives, from different drug companies. They send their
representatives to hospitals, so they want to keep some point of contact. They
usually already have our contact numbers and email IDs.” [P8]

“Corporations and schools have access to patients, not exactly written patient
data perhap but they will be able to physically come and see patients. Nobody
is really going to ask the patient “are you okay with this?” [P1]

“The sehat-insaaf card, they have the data. They have a lot of data like ad-
mission time, diagnosis, apart from just demographic data.” [P5]

The Sehat Insaf Card, part of the Sehat Sahulat Program allows the identification
of those citizens eligible for free healthcare services as part of the social welfare
efforts in Pakistan. A brief overview of the Sehat Sahulat Programs shows that
there is no specific privacy policy listed, nor any accessible code of conduct on
their website. It is only in a “Charter of Services” (dated February 2021)6£hat the
“right to privacy of information regarding data of beneficiaries” is listed. This is
the only mention of privacy in the document. The absence of any concrete emphasis
on privacy within the Sehat Sahulat Program only corroborates the worrying
nature of data sharing in the healthcare sector. As data moves between these unregulated
spaces, it remains constantly at risk of leaks, violations, misuse and other abuses.
This isn’t the only potential data sharing partnership that hospitals are engaged in.
Most notably, one respondent stated that their respective hospital has a database
that is linked with the Punjab Healthcare Commission nation-wide database:

“https://pmhealthprogram.gov.pk/downloads/charter.pdf
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“The Punjab Health Commission implemented this computerised system,
which links all hospitals in Lahore. The government has access to all this
health data. The Punjab Health Commission is even digitising prescription
records and will be accessible by other hospitals. This is not operational yet,
but it will be soon.” P3

The knowledge that the Punjab Healthcare Commission, a regulatory body designed
to improve the quality, safety and efficiency of the healthcare service industry,
may be integrating a wider database of information across the province begs further
questions about the state of health data privacy in the coming years. In particular,
does the integration of a provincial database for health data mean data for patients
will be accessible cross-institutionally? How is privacy ensured in a large database
such as this? Does the PHC propose a rigid privacy policy for such a database?
These questions remain yet to be answered, but what we discover from these findings
is an absence of privacy as a priority in practices across hospitals. Whether it is
through the extensive data collection practices, lack of sophistication in data storage
or the possibility of unregulated sharing practices when it comes to patient and
doctor data, it is clear that medical information in Pakistan is neither safe nor entirely
private.

c. Institutional mechanisms to protect data

In addition, we investigated the specific checks and balances that exist in hospitals
to uphold privacy and regulate the storage of data. To do this, we asked participants
whether their hospitals had any privacy policies or codes of conduct in place. To
this, some participants suggested that privacy policies did exist, but were either
not enforced or were not accessible. This was either because of language barriers,
lack of understanding and implementation issues. Many privacy policies only
served as lip service to legal requirements, and were not reflected in privacy practices.

“I have never read it, but we have it. I’m pretty sure it’s pretty basic. It’s in
English.” [P1]

“Yeah, they did have patient confidentiality, I remember they told us about
something but there was nothing else or formal as such because Pakistan

doesn’t have any patient confidentiality laws.” [P2]

“Guidelines are not followed properly. You have to do it yourself, based on
your experience.” [P7]
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In other cases, participants stated that privacy policies either did not exist or were
not enforced primarily because privacy was not considered important and awareness
around privacy matters does not exist in healthcare circles. This, however, was in
contrast to the participants’ views on privacy and the importance they assigned to it.
This will be discussed further in detail in a later section.

“Even if we do have policies like this, they are on paper, we don’t see them
being practised.” [P4]

“Employee privacy does not seem to be practised either; doctors were not
given any privacy agreement on employment.” [P3]

Participants were further asked whether their hospitals had boards of ethics and
committees to oversee privacy violations and data breaches. We found that much
like the absence of privacy policies and proper implementation, there was a gap in
effective mechanisms of accountability with regards to data breaches and privacy
violations in hospitals.

“We have a board of directors, who will not be bothered about anything
except for when the hospital is not making enough profit. They are meant to
be highlighting other things as well.” [P1]

Though a majority of participants stated that their hospitals, in keeping with legal
requirements, had one or more ethics committees, many emphasized that these
bodies were superficial in their effectiveness. Participants recalled how the lack of
efficient mechanisms made it difficult to report and address cases, and when cases
were brought to the attention of specific committees, little to no action was taken.
This is a particularly worrying finding; corroborating findings from the previous
section and confirming a weak structure of implementing and regulating privacy
practices in hospitals.
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d. Government guidance, education and training

To further explore whether there was a similar gap between
healthcare institutions, educational institutions and government
directives, we asked participants whether they were given any |
training on medical ethics, specifically whether any guidance or |
training had been given by government departments. Participants
almost unanimously agreed that no major guidelines or training
had been issued by the government to their respective hospitals
or to them as individual employees in the health sector.

“Not from the government specifically but, like our health department, it’s
incharge is basically a government employee, so it came from him.” [P8]

“There are no written codes of ethics or guidelines given to doctors by the
hospital. Supervisors are supposed to teach residents these things. However,
this does not happen either.” [P3]

As P3 noted, the gap left by government directives and training was not filled by
hospitals either. To confirm this, we asked participants specifically about whether
they had been given any education around medical ethics, including privacy mat-
ters, in their schooling.

“Nobody invests time in teaching me or people at my level. At the student
level, they teach you and after that, it’s taken for granted that you’ll know.
There is also a laxity towards confidentiality.” [P1]

“Theoretically, we were taught about it, but in practice not so much.” [P4]

“You are just thrown into the deep end. We were told a family is coming with
a patient, so who are you supposed to talk to since the patient is in an altered
level of consciousness? You cannot speak directly to the patient and we have
ten people there with them. How do you handle that situation? It’s a situation
where you learn with time.” P9

As stated by the participants, a major gap exists between what is being taught to
doctors and students in their medical colleges and universities and any reinforce-
ment during their practicing years. All respondents reported having some training
in school, albeit to varying degrees. Some had complete medical ethics training
while others had some modules incorporated into their education. It also varied
from specialisations; for example, those specialising in psychiatry or psychology
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were given more in-depth training while others had limited education on medical
ethics, privacy and confidentiality. This gap also suggests that perceptions around
privacy matters are deeply influenced by the lack of consistent training and emphasis
on medical ethics throughout doctors’ careers. This was further corroborated by
doctors’ personal perceptions and views on privacy.

e. Awareness and perception of privacy

In order to understand the ways in which privacy practices aligned with percep-
tions of privacy among doctors and medical professionals, we asked doctors about
their own ideas of privacy and what importance it held for them. Participants
unanimously agreed that privacy was an important factor in their practices and re-
lationships with patients, but also as citizens themselves.

“I need the trust of my patients and I can only earn the trust of my patients
if they think I will enforce confidentiality” [P9]

“This is a major concern. If a relative or I got sick, I would never want my
privacy to be compromised.” [P10]

Though many respondents felt confident in their hospitals” ability to safeguard
their privacy and protect data, some claimed that there was a clear lack of aware-
ness around privacy issues in hospitals, among both patients and doctors. This
lack of awareness has an adverse effect on the development of institutional mecha-
nisms to protect data, as already demonstrated.

“I think people don’t focus on it enough. People feel insecure about talking
about their problems because they feel their privacy will be breached. These
are very major concerns and they are not addressed properly.” [P5]

According to participants, awareness also varies according to seniority and rank as
well as gender. As such, senior doctors seem more relaxed and complacent about
privacy issues, while younger doctors are more sensitive to privacy issues and data
protection.

“Junior doctors are more aware of privacy concerns and confidentiality. 4
out of 10 doctors will actually give patient privacy proper attention. Junior
doctors may be more careful about privacy because laws are getting stricter,
lawsuits are becoming more common, and it is a proper part of the medical
curriculum.” [P3]
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Similarly, though this wasn’t expressed explicitly by participants, female participants
seemed more aware of issues around privacy in general, potentially due to the gen-
dered experience of harms. This will be further analysed in the next section on privacy
harms and risks.

f. Privacy risks and harms Q

Finally, participants were asked multiple questions regarding
their personal experiences of privacy breaches, and what they
feared with regards to data violations in their respectives field
of work. Of particular concern was the level of gendered
harms faced by female doctors and practitioners in particular
Specifically, P3 discussed how her data was leaked multiple
times, including her personal details such as phone numbers,
relatives’ contact information and address. She elaborated on how attendants were
able to bribe administrators and technical staff in the hospital into supplying this
information to them, leading to the doctor being stalked and harassed by patients
and their relatives. Other female participants also corroborated this account of privacy
violations faced by female doctors:

“Yes, definitely. In my hospital, I have never given my number to anyone but
I still get a lot of calls from insurance companies. Then I wondered who
shared my data, and thought that it could have been breached.” [P10]

“Yes, these things [doctors’ phone numbers being leaked] happen. Not regularly,
but it can happen.” [P5]

In addition to having her information shared, P3 also stated that she often felt
unsafe working in the healthcare sector, having been sexually harassed by male
doctors on multiple occasions. She also suggested that hospitals lacked awareness
around privacy and violations in general, leading to victim-blaming within disciplinary
committees. Though responses from female participants largely alluded to an
issue of gendered harms and violations, other claims of privacy breaches suggested
that doctors of lower rank were at greater risk of having their personal information
shared externally.
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“The hospital staff, who just work there and are not healthcare professionals;
they circulate numbers because they say they’ll get help, so they keep the important
numbers and exchange them with one another” [P8]

“When a patient is admitted and is assigned a specific doctor’s bed and if
that doctor is not there at that time, then a colleague will usually give out
their number without asking.” [P4]

Participants were additionally asked about whether they had witnessed any privacy
violations around patients and non-medical employees in their hospitals. Most
participants stated that patient privacy was the responsibility of individual doctors
and under their watch, no patient privacy had ever been violated. However, two
participants specifically mentioned worrying types of violations among patients:

“Yes, I have seen such things [patients pictures and bios| being shared on
social media. I ask such people to hide their demographic information or
show the relevant part. But sometimes these things happen.” [P5]

“Yes, one patient’s data was leaked. The patient who came in was HIV positive
and doctors discussed him and his condition by name.” [P10]

Though it was reassuring to hear of the low frequency of privacy violations among
patients, the nature of the small number of violations was concerning. In particular,
the sharing and spread of information [including but not limited to sharing photos,
videos and detailed medical histories of patients] on social media is particularly
grim due to the volatile privacy practices and perceptions amongst the general
public in Pakistan. P10’s statement in particular shows that patients with illnesses
that are stigmatised are particularly at risk of having their data violated, and may
require additional protective strategies such as ensured anonymity and limited
access to their records. Additionally, doctors could only speak to individual leaks
and harms—leaks at the institutional level are often not disclosed nor reported.
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|Conclusion

These findings paint a bleak picture of privacy practices and perceptions within
the healthcare sector in Pakistan. This is true for privacy practices in all spheres of
the healthcare sector. Whether it is mechanisms, or lack thereof, within healthcare
institutions across the country, or data-involving practices, it is clear that the current
status quo within the healthcare sector does little to protect either patient or doctors
on a daily basis. This is further strengthened by the vast spectrum of privacy harms
faced by both groups, from gendered harms involving non-consensual sharing of
information to official data sharing practices within hospitals without the explicit
consent of patients. This is largely due to a lack of awareness and information
about the importance of protecting data privacy, which was clear during our interviews
with participants. Findings suggest that those in healthcare are not concerned
about privacy in general and those who are, are unable to articulate those concerns
in the language of data privacy. This was particularly true for female doctors, who
shared daunting incidents of data violations and privacy breaches while they were
working. It is imperative, therefore, to encourage wide scale awareness raising in
the public domain on issues of privacy and data protection, particularly by calling
on the state to take responsibility for the protection of patient data and the protection
of doctors’ data while they work. As digitalisation expands and new tools to
manage data are developed and used, particularly amid COVID-19, it is important
to ensure that the privacy of individuals in the healthcare sector is protected.
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|Recommendations

e Proper training to be given to hospital staff including doctors and nurses as
awareness is necessary and formal instruction would be helpful in encouraging
a culture of privacy.

e Written and explicit privacy and security policies at the regulatory (both federal
and provincial) as well as hospital level. These policies should be expressly
communicated, accessible and regularly reinforced.

® The communication gap between the doctors in the wards and the administrators
of the medical facility with respect to patient treatment needs to be addressed to
create a better healthcare ecosystem.

e Digitization of medical records and patient history is necessary to cut out the
higher probability of human error and lack of back up of these important
documents and information that comes with manual record keeping. This should
only be accessible by doctors, administration and nurses of the particular
institution.

e Lack of proper healthcare infrastructure indirectly contributes to weakened pri-
vacy protocols and an inclination towards patients lowering it themselves if the
need to raise funds through crowd-funding or Zakat-eligibility arises.

e The preparation for the extreme pressure on hospitals should be done at a
government level by allocating greater resources to the healthcare budget, and
updating vital medical machinery such as ventilators.

e Doctors and hospital staff need to take care to record medical data and use it in
such a manner as to ensure the least probability of a patient's identifiable data
being made public or exposed in any way. This includes limiting access to pa-
tient data to only those related to the specific case, as well as ensuring anonymi-
ty where necessary.

e Consent and transparency need to be implemented as the base pillars of patient
care and be effective from the minute induction into the system is done. Patients
should be able to decide how much data to share and with whom it can be
shared. Informed consent of patients should be taken with regards to their per-
sonal information with exceptions for cases where medical treatment is needed
in extraordinary circumstances.
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® There should be stricter laws on privacy, confidentiality and harassment to coun-
teract the growing breaches in these areas. Obligations should be placed on hos
pitals and medical institutions to immediately disclose any instance of breaches
and take remedial measures to rectify harms.

e Introduction of a comprehensive and human rights compliant legislation to
protect data privacy in Pakistan.

e Privacy of female patients’ is especially important to cater to, more so given the
lack of SOPs and their implementation in and around operation theatres where
at times the patient’s body has to be exposed in very intimate ways to allow for
the procedure to be conducted. Any privacy policy or protocol should take into
account the unique and gendered ways in which personal data can impact indi-
viduals.
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