














VIII. RECOMMENDATIONS FOR THE 
EDUCATION SECTOR

A.   Awareness raising 

1. General awareness raising around campuses and by the management of 
institutions to bring greater understanding around the right to privacy and how 
it applies and affects all citizens of the country. Regular information sessions 
should be held at institutions to introduce students with the privacy policy at 
their Institute and reinforce its contents.

2. The salience of establishing a reason for the processing and collection/re-
tention of data (including associated concepts such as “necessity” of interests) 
needs to be broached through awareness-raising programs in all institutions so 
that the importance of being responsible digital citizens can be highlighted.

3. The virtual learning model did not consider the element of intrusiveness 
brought in by switching to from-home modes of communication which displace 
individual sense of privacy and also assume that space is not an issue within 
every individual student and teacher’s home to conduct their online learning 
from. 

B.   Standard setting

1. Video recording of lectures to be treated as student and teachers’ personal  
data and should be recorded, saved and accessed only by relevant personnel and 
not all members of an institution. This data should not be indefinitely held and 
deleted as soon as it has served its purpose.

2. The Higher Education Commission (HEC) should set the standard for 
privacy protections. A lack of guidance was felt from the Higher Education 
Commission’s end by educators, this should be raised with the Commission as 
they are the overarching authority for the education sector in Pakistan.

3. Institutions and workplaces should provide separate SIM cards for 
professional or work-related engagements of their employees to protect their 
privacy during their off-duty hours.

4. Government (HEC, Institute departments) should roll out guidelines for 
virtual learning and then Institutes/Uni admins should use that as a starting 
point for their policies. Also, the policy must be explicitly communicated to 
teachers, students and parents by the educational institute.

C.   Training

1. Adequate digital and technical literacy training to be imparted to all staff so 
that use of technology to stem impact from situations like COVID pandemic 
can be done safely and while maintaining a degree of personal privacy.

2. Teachers should be trained properly on how to ensure privacy, particularly 
should be given a course on how to prevent zoom bombing, hacking and virtual 
bullying. 

D.   Digital equality

1. There is greater impact of privacy infringement on female students and 
instructors, thus greater care should be taken if there is an expectation of asking 
them to provide their personal data in the course of their education.

2. Students who belong to areas with limited connectivity are more vulnerable 
to privacy fallouts and institutions should be more cognizant of catering to all 
students.


