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Cyber Harassment and ICTs in Pakistan

The UNWomen fund for Tackling violence
against women implemented by Digital

Rights Foundation (DRF) in Pakistan was
conceived with the aim to ensure access to
justice, services and safe spaces for women
vulnerable to cyber harassment in the
target areas thereby helping to end
violence against women in the country.

It is crucial to uphold and preserve the
right of women to freedom of expression
online and offline while also recognizing

Introduction

Harassment is defined in the United
Nations policy brief as’ any improper
behavior by a person that is directed at
and is offensive to, another individual and
which the person knew or ought
reasonably to have known would be
offensive. It comprises objectionable or
unacceptable conduct that demeans,
belittles or causes personal humiliation or
embarrassment to an individual. Mildly
offensive comments or behavior can rise to
the level of harassment if they are
repeated; a single incident can be
considered harassment if it is so severe
that it has a lasting negative impact on the
individual(s) concerned.’

the limits set in place by international and
national laws in terms of speech that
instigates violence or hate

This policy brief delineates the current
trends of online harassment, gender-based
violence and current laws in Pakistan
protecting women and girls from cyber
violence and harassment and bringing
criminals to justice. It makes
recommendations on addressing existing
gaps in the adequate dealing of online
harassment by various institutions in
Pakistan.

It has many forms viz. Sexual harassment,
workplace harassment, harassment in
public spaces and cyber harassment.

Cyber harassment is a term used to
describe the use of cyberspace to harass,
control, manipulate or belittle a target. It
affects everyone including women,
children, and men but it is more of a
gendered issue, as technology-related
violence against women has become
prevalent, according to the two-year report
of DRF’s cyber harassment helpline.
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Prevalence and Gender Distribution:

The use of technology-based harassment is
not specifically the concern of one gender,

however, victims of cyber harassment are

more likely to be women when compared to
men and children. In Pakistan, 70% of
female population experience sexual or
physical violence at least once in their
lifetime by their intimate partners and 93%
of the female population experiences

some form of sexual violence in public

places’Moreover, child sexual abuse cases

in Pakistan have increased from nine cases
per day to 12 cases per day in 2018, and an
alarming total of 2322 child abuse cases

was reported in newspapers in only six

months?The complexity of these issues lies
on a continuum where offline violence is
interlinked with online harassment and

should not be viewed independently. Out

of the 2302 cases reported to Digital Rights
Foundation’s Cyber Harassment Helpline

between 2016-2018 53% (1225) were by
women:Furthermore, data provided by the
FIA reports that 90% of the cases reported
to the Cyber Crime section of the FIA were
women. 5

The forms of female-targeted-violence
include sexual harassment, surveillance,
unauthorized use and dissemination of
personal information, and manipulation of

personal information including images and
videos. This form of violence acts as a
significant barrier to women’s meaningful
engagement with the internet. Issues
pertaining to cyber harassment include
cyberstalking, blackmailing, hacking,
doxing, non-consensual usage of
information, online stalking, bullying,
impersonation, and manipulation of
personal data and images. Cyber
harassment and blackmailing through the
use of and forwarding of private and
sensitive information, pictures and videos
are becoming more and more common
and being reported by women and girls
who use the internet in Pakistan. Out of the
cases reported to cyber harassment
helpline, 14 % (323) were of non-consensu-
al use of information and 14% (323) were
of blackmailing.®

Another form of harassment faced by
women in Pakistan is sexualized violence
with their nude or doctored pictures
circulated on social media platforms
without their consent. This information is
also used to create fake profiles on social
media that lead to reputational and
psychological harm. Digital Rights
Foundation’s cyber harassment helpline
received 4% (92) cases of non-consensual
sharing of intimate images and videos.’
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