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IN THE COURT OF MUHAVMMAD AMTIAZ |BA._HVA j {

JUDICIAL MAGISTRATE SECTION-30, DISTRICT COURTS et

LAHORE §I

| ! s
Case FIR. No.77/2017. i
Date of registration of case: 27.’0 201 7 g
Offences U/S: 20,21,24 Prevention of A ey R
Electronic Crime Act, 2016 ' I e
Police Station FIA/Cyber Crime Clrcle, P el
Lahore. : '

The State.

JUDGMENT:

Complainai _Joi r"eﬂﬁered Lhe

imstant criminal case FIR No.77/2017, ojfenceﬁunder Secuons

120.21,24 of PECA 2016 420 PPC registered with' police station |

s ! C'yber Crime Circle FIA, Lahore.
| = 1
% 1
) . g - . |
WAY - As per available record, allegation against the present
\™ 54 1
ik R s
| c-30aecnsed is that he carried on with complainant’si wife [ ]
1 d.; |

B ] by taking advantage thereof, manpged intimidate
Y L L )

vell as videos and subsequently disseninated by him
hrough creating fake email addresses, the impugned material
[ [ w3
readed ancl it is prosecution case thpt the accusled_ o
| o
d the complainant to pronounce divorce uppn his wife. The

1'
|
i
|



|
case was nvestigated with the technical assistance provided by |

. y
et Ll expert who

ally confirmed 'that objectionable | -
| L
malenal was generated by a cell phone with subscriber identity
Whatsdpp I o7 Mibie  No N
1 :
il v
I © B <scribed by
ither than the accused himself, he conspicu.{)us!y figures| in |

graphic postures alongside the lady, views accgssible to all and |

sundry. Hence, on the appli

ion of the complainant (Exh.R.A) |

and subsequent Istaghasa by Ashir Aroon SI (Exh.P.E). an FIR |*. ;

(Exh. P.F), was chalked out gainst the accused person.

During the course of investigation, the accused person |

‘as  found involved in this case, as such, he was challaned to

this court to face trial of this case. Accused person' was

summoned from jail, who has been produced be ore the court and
J I

I} . wf o b -
aj he statement

U/8 161 Cr.P.C. mlongwith other

foacuments as required under Section 241-B Cr.P.C.  were

W

son. Charge agaihist the accused

was framed on 25.11.2017 to which he pleaded not guilty

nd claimed his trial accordi g to law, hence,| the prosecution

7 PR U,
HlEnoee as sununoned. |

1 i o, e
| roseculion

produced as many as 11 following

e
pw-1: [ s o .o is the

ompleanant and star witness of this case. He f“-.as more or less

erated the same fucts as contained in the application Exh.P.A.
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om wwhich formal FIR Exh.P.F. was chalked out against t?}e
| .

ceciised person. '

Gk
P2 I i of I oIS

the victim of the subject case. She has fully spported thl,e
|
prosecution story and as is deposed by her husband PW-1. |

PW-3: Ali Faraz Khan Saifi who is Assistant lr“orensic Expert

Cyber Crime Circle. He has prepared his final Fglensic Analyglts;__ |

report Exh.P.B  of digital media handed over| py local pothe

| i
| |
PW-4. Muhammad Usman Assistant Direclc;r nvestigator

containing nine pages i.e. Exh.P.B/1-9

FIA/CCC, Lahore. He investigate the case on tE(U’LH.ICCII groundls', s

|
after registration of FIR and he prepred and submitted his initial

woehnical analysis report VIER-1.0 containing thinty eight pages
. 2

|
EviLlhc/ 1-38, which bears his signatures as Exh.P.C/ 1. |
] L

ey S
PW-5. Tanvir Ahmad FC FIA who has stated that o|n"

27.07.2017 he was present in PS FIA office. On|the same day,
i

case FIR No.215/2017 PS Ahmad Pur Shargia Bghawalpur was -

transferred to FIA. ASI Sajjad Hussain PS Ahmagd pur Shargia

(Bahawalpur)  handed over digital media contair[ing one laptop

nake Sharp Korean Colour silver Exh.P-1 andjone Samsung
|

Mobile phone Exh.P-2 to LO. Ashir Aroon SI FIA, who took the
i |

seyne to possession through recovery memo Exh.P.D. and he

witnessed the recovery proceedings of above said two items.
]

|

I |

PW-6. Ashir Aroon SI, who is the 1O.of the subject case, whio
1 |

prepared Istaghasa Exh.P.E which bears his |signatures as

EviLP.E/ 1. He has also conducted investigation of instant case

cnel challend the accused.

| £
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PIV-7.

Sl

compleancant’s

VLD e was

tation, the complaint

hallce

PErsgll se

wife.

1

cl aul tne i

ST Ry 5 oy JAL LT f
irfcinl pavoar Bharti S]

who has stated that on
i

performing his duty as Duty Officer in the

Exh.E was sent by Ashir Aroon S,

nal FIR Exh.P.F. which bears his

who has stated EthI{ he received

Winown numbers,. The|first message

the mobile of N Later on, certain

{
he did not reply to those Later on,
i
tionable messages regarding

iso  received obscene picture of

complainant’s wife _ After seeing the Imessages, he

rieelied

@i

of them. he informed the complainant _

) the messages, so t}

it he could proceed in accordance

Pw-o. ;- o S .} is brother of

PW-10.

o

h

/ e

! .'II\\I."!-;.
| CACClLLST
Saffad Hu
Wwas
street |-.lﬂllli :II-"
fo him.

He deposed that his|sister K

rson who name is| B was
|

|
ned hun that she tried|to handle the

matter is out of her Hand. Fle Jully

his deposition.
|

102, who has deposed that on

[ police station Ahmad) pur Shargia.

|
. A : e
0.215/2017 the investigation was
|
1

L 7, he recorded the| statement of]

|
s55es and also prepared rough site plant |Exh.P.G.. He
pre] g ] ,

the accused on 15.07.2017. The accused produced
|

|
|



L

Laptop Exh.P.1 and a Samsung mobile phone Exh.P-2, which he

took into possession through recovery memo ExH.P.H. He haiﬁ;
i,._

further deposed that on 16.07.2017, he produced the accused

before the leamed lllaga Magistrate and he was sent to judicial - AT

loch L. On 18.07.2017, the complainant came to|police station i -

. !

: 1 ' . . P . | . |

anct handed over to him 39 pages regarding the case, which he
|

look nto possession through recovery memo Exh.P.I, He also

recordecd statement of complainant | EEGTGNGEGEE

|

under Section 161 Cr.p.C. Later on, the case was transferred tci
!

FiA/ CCC, Leliore. j

PW-11 Shahid Aftab/2002 + who has deposed that DJ‘L!

[1.07.2017, he was posted at police station Ahmad pur Shargia.
| |
On 27.07.2017, he aluongwith Sajjad Hussain ASI came to FIA

e e handed over digital media laptop Exh.P-1 4nd Samsung

(| alx :

‘I ) n 1 1 e v - . |

v Lot Mobile phone Exh.P-2 to the .O Ashir Aroon SI \{who took the
iyl [

) cine mito possession through recovery memo Exh.B.D. After that,

the prosecution has closed oral as well as documerjtary evidence

anel the acensed was asked to get recorded his stdtement under
s TR |
Section 342 Cr.P.C, ‘
The accused got recorded his statement under Section
|
{12 Cr.P.C. and refuted all the allegations Ieueleal against him,
!

He Tws further stated that he is innocent having no nexus with

the alleged offence. He has been made an escape goat in this
l -

case by the complainant and his wife — She

anel he used to work m a same NGO. She developed relationship
|
aith him ane by using the relation, she used tolextort money

from hini. On refusal she always threatened ||him of dire

|



oansequences. It is in the evidence that (PW-

°) admitted transfer of Rs.8000/- by him in her bank account
|

and he also transferred money in her Jather’s a{'ccount. The

recovered articles from him are af no consequences. %‘he technical

CXport report prepared by PW-4 and annexures of sajd report gre

]

not admissible in evidence, hernce, of no worthy andguafue in the

eyes of law, All the PWs are related interse and the FIA officials

that FIA officials were under influence of complailnant as he is

employee of PAF. In his deferice evidence, he opted to prduce
|

phota copy of application submitted before FIA, Lahpre as Mark |

i receipt as Mark-A/ . Conversation with Sagheer Ahmad

with lim as Mark B/ 1. Photo copy of Bank’s Statement as Marlk
C/1-6 of _.‘a‘f"im.uiflg transaction rlnade by the
accused.  Phoeto copy of certificate as Mark- D/ 1-6 i'sf'sued by the
. L]
_ Manager HR and Acmin _ Palksitan,
£ Lhe lecomed counsel Jor the accused person made a good
|
cllort 1o save the aecusecd from the charge leyeled against him,

He has argued that the accused person is totally innocent and

he has falsely been ropecl in this case with Hm!af{d@ intention
cncd wlterior motives, while he has nothing to do 'with the
oninission of alleged offence, whatsoever. It is fu;i'chfr:‘ argued

that there are certain dents/improvements and maj.?r significant

cadnot observed merit while conducting investigsation Jt is clear |

discrepancies in the ocular account brought on fﬁ:’e by the
r[ |
prosecution. It (s further argued that statement of PWs have not |
|
peen recorded at the place of occurrence and all kind of drawing

Piepared by the Agency while sitting at the paolice station,
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\z’t> assistance of learmed counsel for the complamant Ipas has inter

) )(;llm argued that the accused person is well nan}e"d in the FH?

7 b :’
|
Fhere is no proof to the effect that alleged recoverecf mobile and

laptop are owned by the accused person, as such,, the recovery of‘

mobile  and laptop is planted one, as such, the pro ecutton has’

miserably failed to link the accused with the comny

as the digital forensic analysis report is nill. It is
that whole investigation was carried on inclusiueril ss with the

complamant. It is further maintained that there is|no evidence
|
L

that any mdecent images were sent by the accused Lerson to the-|:

complamant of this case and other as the objectionable pictures
and videos are not valid piece of evidence. Lastly,| it is prayed
i i
that the prosecution has failed to establish the|guilt of the
i |

accused beyond any shadow of doubt and prh; ed that the

accused be acquitted from the charges.

% Monam Bashir Chaudhry AD(legal) with the able,‘ ;
hit

iith the specific role. It is further argued that the p?rc?secution has

established and proved its case against the jaccused l?y
producing cogent and reliable evidence before the fcourt through

t |
scientific manner. The email accouonts, WhatsApp messages and|
b

related material, which are substantial pice of evidence in this
| ‘
{ |
case, having objectionable images and material aslis alleged by

the complainant of this case have been recor)ered/resto‘red.}
During the course of invesligation, the accused was foundi
t |

g

involved ur this case, as such, the prosecunon hits proved ltsi

case beyond any shadow of doubt. With these Submissions, it is

|
to law. :

prayed that the accused may be punished accordl

v..‘.\
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8. Arguments heard and record perused.

1
1
|
|

L BRI

9. Accused person named above is facu}g tr‘zal unde
i
custocy for the offences under Sections under Sectlons 20 21,2

of PECA 2016 ,

:

|
10. Owing to irony of fate, first of all, I can help observa x

here before dialoguing further in the subject ca§e that ever

scientific invention simplifies the aspect of the everyday lzfe. A

v

the same time it gives birth to @ new crime. The njodern devices

can be seen as technology that has greatly enhanced our livesl.

|
|

While the introduction of the modern technology|led too many

benefits, unfortunately, it also came with its new set of problems.

Iliese problems create negative impact to our sgcurity, privacy
i

. . g I . |
and as « whole to society. To combat the criminal imtsuse c{;f

information technology, the State made new legislatio . The case .

| . !
~, i hand is also a case of misuse of modern technplogy. T}}e

. . . . i
/\"ﬁ allegation against the present accused is that he stabllsheld

contact with complaingnt’s wedded wife and serpt objectionab?e

- | | |
images of complainant’s wife to harm her replrtatién through

email and WhatsApp ete. The allegation levelgd dgainst the
|

aceused, supported by technical evidence is that he by betraymg

the trust reposed by the prosecutrix exposed herion the mtemet
| |

and shared indecent images not only with her!better half but‘f'-f"

with others as well. It is a flagrant intrusion ir;zto privacy that
1

Lrings a young lady into perennial embarrassment and ridicule

within and outside family fold. |
|

Iile In order to prove its case, the prosecutzon has produced |

as many as eleven witnesses in the sub{ect‘case The

|

:ﬁh_
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meail of this case appeared as PW-I am‘r‘. he has fully

SHCCUSEEL LULLIl LIlE

" T ] o DA

|
PIOS 1 story mater hile minor discrepancies in her
OS] a natural phenomena. Muhammad Usman Assistant

!
ector estigation Cyber ¢ Circle FIA appeared as PW-#

il he has deposed that his job is to int ;(::,Hya te on technical
oAt ases of FIA/Cyber Crime Circle. He was associated
L thiis @ as Technical Expert and he ’ucpmﬁ_a and
thnutted his mnttial technical cue report VE [I 0 containing
hirtyy seven pages Exh.P.C/ 1- which bears 14' signature as
Eahho/ 1. 1 irther candicdly deposed that he cq:):.'ciucled email
. j& nplainant’s email account namely,

I iiGrn recqarciild ETTLELEL

_"I gmmaitl.com. Ajter

accounts Lne

commission of alleged offencex§

and he has fully supported..

the

ing his

conduct analysis of

subscribers ."? 1formation Of

o S - I e clso obtained

f l e it er. g
) saaes caud mobile m |

{ Iso took reen < ¢
1O ! sitbscriber 1
Wi 1) SCIeett SOl il
1O . | (rther d SEd {
{ [ theit 1OSE CINAdlisS 1T i

e a part of h

I, ;
ring his ana .‘;5|L'~3 of emails, he

also analyzed whatsApp

LA : .
levant material taken from
ation, mJJb:EC messages

s report Exh.P-

e ) MEPRPP e ey ']
tne moox of emau



ot | .o cit.com . of |compiainant,
_ were c:f_amr;im'ug'a|.£ac.-hmcrus of

i Hotegraphs  of wife of complainant, rta;}r:.eny ]
me otl pPers These photographs were also
el edi He found around 130 email out of which 58 emails
II
{
.y ! 1
g 'ee  email accounits nameily,

.

o |
e jurther deposed that those!

ailable in email attachment were

i avallable in WhatsApp data of a number of Saudi
€ handed over his report to the I.O. He joined the
: f
stigation and recorded the statement under| Section 161
|
o . i o i | -
( r Aroon Si ( nme Circle FIA appeared as PW-6
i
o B I a
ne hi posed on 27.0r.2017, he was|posted at PS
Cyber O FIA, Lahore. On the same day S@jjad Hussain
|
ASI apy ] ore and handed over to }'u'f|1 case file of
| ol or the jurisdiction of };‘I‘ﬂf Cyber Crime
i ter of competent caithe uy and for further necessary
TV T r law he day, he prepdred Isighasa
VIn Jtich  bec his signature as Exh.p.E/|1. Upon his
wasa FIR.No.77/2017 | was registered jand the copy
vas entrusted for mnvestigation which is
' i
1.4 wiel he started e He _,-""iu'f!-acf'||c£f-;po:3c3rj. that
! " ASI I pur East Bahawalpur
’ ) } 1 ] f over to hi 'f 7 .'f 2:71 1]
efol wum and h =4 over o um digital medial
[ |
e laptop mal Korean colour E%Ii‘b'c-:'f' Exh.P-1
|
tnsung moble phone S -2 which are present in



—— e e s Bk e s Pt
|
|

possession through recovery memao

jad Hussain ASI Shahid Aﬁab{f

onstable and Tanveer Ahmad FC signed the recoyery memo and
|

handed over this digital r(tedia to the

He further deposed that|statement of
Messes under Sectiont 161 Cr.P.C. were recoided. During

(o, the complainant appeared before him and he

(@gmail.com

1
omplainant namely, N . its

il LD, alongwith ;passwom‘ to

|
>d and examined the email ID,

o e e 5
il f..\an’-'L', L0 anail

f the complainant ‘and prepared his report, whidﬂ he handed

rto him . His report contained 38 pages which is Exh.P.C./1-
1
-' :

I'e email ID of complainant was containing in inbox

= s SRR i ik
- tiach it number | of wife of the |complainant,

i These photographs werF also found

litecd. It was  also around 130 emails out of wf'ar'F-fa 58 emails

i
onteaning attachiments of above said data of|lobjectionable

gy 3 1 - . 4 | .
prctires which were received from mainly three enr._a.:f accounts,
|

The above said|items having

jectionable unages which are corroborated from the evidence of]

e annexures fastened with the technical report, which
- .!
ve been brought on file. By this and that w yber
atigh file. By s and by Lhml, way, cyber
|
established against the accused persorl beyond any
i
ot of doubt. The ecomplaint Exh.P.A \filed by the

mplaimant of this case clearly indicates that a _.'_]C-l.F’F;O!I namely,



.':I] ;
!

L f—jre 14
his|

{ |
I (present aCCUS.E’;d) used !
| !

| e | IEET
contact/ relations with the wife of the comp!a;'nci]n: of the subject’ . -

case. After this incident, she broke her relation with him and now .
| o] iw
Lt 1
b

|t

* . e [ - Y .
the accused person is harassing/ blackmailing ther by misusing

|
her original pictures/objectionable material. The objectionable|

images and pictures are indecent at all, as such, this is not a| |

case of traditional nature, but relates to digitdl media/modern ..

tecluiology. (There is no need to elaborate comment any more; on
Hiese inages and pictures in the judgment, as ifter the delive

of judgment, it would be'a public document and anyone I(:cm.
|

obtain the copy of this judgment). At this: stage, I have nal. '

hositation to observe that the prosecution has successﬁiuy

AT yroved the offence uncler Section 20,21,24 o PECA of 2016 as is|
A : Eﬂ‘-‘»—"“ 213"{5“ the offence y . |
'“%/ W\ “discussed in the preceding lines of this parag?riph because the |
aaghr b . !

VAR .

defence has failed to shatter the veracity of phenomena of cyber:
|

staiking, as is established and proved from; the prosecu_tion!

» |

cvidence At this juncture, I would like to reprodtlfce the expressed|
§ 4 8

provisions of Section 20,21 and 24 of PHCA of 2016; to|
{ _ | k

T (e
differentiate and fortify the observations rec:oré.ed above, w?luch

5 |
are as under:- , |
|

20. Offences against dignity of a natural person.--- (1) Who.%;uexj
mntentionally and publicly exhibits or displayslor transmits any
niformation through any information system which he knows to
be false, cnd intimidates or harms the reputation or privacy 'ofal
natural person shall be punished with imprisonment for term
wiltich may extent to three years or with | fine, which may
eviended to one million rupees or with both. | | .
i |
! I
i |
21. Offences against modesty of a natural person and minor—(1)
Whoever intentionally and publicly exhibited or displays orT i
(ransmits any information which,-- - |




M — - e —————i b i i,

(et) Superimpose a photograph of the face of a natural 3
person over any sexually explicit image or video. i

i

24, Cyber stalking.—(1) A person commits theloffence of cyber | '

stalking who, with the intent to coerce or intimidate or harass |

anyy person, uses information system information system netork, |

the internet, website, electronic mail or any other similar means
of communication:-

(ci) follotv a person or contacts or attemptg to, contact such | -
= s [ g i BT il
person to foster personal interaction repeqgtedly desp;t_e gt

a clear indication of disinterest by such person. - .- ! o

2. Now I adverted my attention to the
W1y
punislunent. The accused person is first offender. No doubt,

quantum, ' of
i .

! oo ! {
tnoraiice of law is no excuse, but at the same time, the cyber
i < _

: i i Ml Y e
crimes are new one to the society. There must be awareness ||

movement on behalf of the Government to educqite the people in
respect to the new Cyber crimes. Thus keeping i view the above|

mentioned mitigating circumstances, accus¢d

I (s hereby found guilty , convicted and sentenced| asi| i}

tncler:-

|
i) Under Section 20 PECA 2016, he is dentenced to two

years nprisonment and fine of RS.QO0,0!PO/ﬁ, In deﬁiul;‘_

N fr L
iwhereof, the convict shall have to serve out furnther two months ™

fmprisonment. | | \
]

i) Under Sections 21 PECA 2016, he is %en enced to ;'woI

S
- - Lo T, | B
tehereof. the convict shall have to serve out further three months |

| |

| |
years imprisonment and fine of Rs.300,000/-. In defgult'
! . |
imprisonnient. 1 |
i |
i) Under Sections 2+ of PECA of 2016, he is sentenced to

! ; - . i @
tiwa years imprisonment and fine of Rs.200,000/-. In default|
| i .

AL R




the convict shall have to serve out further two months
I
prsornment ‘| |

Likewise, the offences committed by the convict . had

lumaged the social/ private

- . . ] :
of the victim) therefore, the
|
| |
i namely, [ o, of NN
- - S - E 4 HEY o 2 P ,
I :csident of Chack |

Ralim Yar Khan is awarded compensation at|{Rs.10,00,000/- .
(one million) payable by the accused, otherwise, law shall its own
HS elon qollrse as is envisaged under Section 45 of PECA Act,

The benefit of Seciion 382-B Cr.P.C. is c:: Iso extended|to |
the acciised person.  All the sentences shall ryn concurrently. |
Perty be disposed of after efftux of appepnl or r‘.euision, if
ani. Copy of this judgment be delivered to th I convict free of
Since the accused is under custody, be cor:-?mtitfed backito |

jail alonguoith committal warrant to serve ouf! the sentences
tcardled ta him today. Muhammad Imran Ramzan Ahlmad lis

|
i

cirected to consign the case file to the record room, after its due

bljwa,
agistkate Secion:30,
i§trict daurts, Lahore.

vuaicial

Certified that this judgment consists of 14 pages which
Is dictated, 1 adycorrected and signed by me. ' |

vt
Muham
i : |Jr.’e'{-lr-.‘l-f':.": J

ajwa,
te Secion: 30,
‘ourts, Lahore,




